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Abstract: With the widespread application of deep learning in various fields, data privacy and security issues have
become increasingly important. Homomorphic encryption, a technique that allows computations to be performed
directly on encrypted data, offers a potential solution to these problems. This paper surveys methods that combine
deep learning with homomorphic encryption, exploring how to effectively apply deep learning models in encrypted
environments. Firstly, the basics of homomorphic encryption are introduced, covering its basic principles, different
classifications (including partially homomorphic encryption, somewhat homomorphic encryption, and fully
homomorphic encryption), and the development history of fully homomorphic encryption. Key models in deep
learning, such as convolutional neural network and Transformer, are then detailed. Building on this foundation, the
steps of combining homomorphic encryption with deep learning and how to adapt various layers of deep learning
(e.g., convolutional layers, attention layer and activation function layer) to the homomorphic encryption
environments are discussed. Subsequently, existing methods that integrate convolutional neural network and
Transformer with homomorphic encryption are focused on, discussing specific implementation schemes for
performing deep learning computations on encrypted data and performance optimization strategies employed to
enhance efficiency and accuracy. The advantages and limitations of each method are summarized. Finally, current

research progress is summarized, and an outlook on future research directions is provided.
Key words: Homomorphic Encryption; Deep Learning; CNN; Transformer
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AR AR AL T A AR, HRas A5 T RSk N
SRR IFA T 0 2 B0di 1 115

Jiang 2 N4 T E2DM,  —FhHT 4 4 [ S
i Ik . ek HeESEA s AN
ROTAL SR MG . E2DM AN B2 i 2 ok Il i 5
KA KN < I BE ) e f, JEH 3
AP EEY RS — e s, nFE E AR IE
JERE e, 5 CryptnoNets 7 A, E2DM #4t
THE/NEIE B RN B AR AER

Zhou % N3 CNN A5 (14 iy A KSCH0 FAS o it
77 AEARALER LS I 28 B0 R TR B 2 T 1)
Ik, —AEALERS ONN B[R] 2533 ] L LL—Fh s
By T AE s b A T . I BB TR s

HL AR T — R A AR, R SCHEA T LR
YEo DT EARER], BT B iy s 5 L 3
AIREZEDI 6.3 1%,

Disabato %5 A" T —Fp G157 1 23 4 LR
22 2J k55 ( Deep Learning as a Service, DLaaS )
Wit, TEFRHLET = MR B2 > IR 55 iy [ml st £ 4
PR o TR R A L T REST 9%
F iR 55 AR HESR AT, AR 7 o IR 55 4% 2 1]
B E A . TR 73T RLWE (1)
AU BFV Jrge, TEME )2 B, Af 1 - i
5 PREE ReLU, HIPPI(EAUE oAk

OBLA % N "' i AR vk 22 50 XA S
PRELS I AR ZE , TSN 23 264 55 AR M . At
IR T RISl —Bua . S EIriEl
SRR, JHEE T R Z I GE R
LB 15 (R 2SN 4 e T4 IR0 R R, FE =M
PR ERSEIR s SRR, M ny ke g4t it B
S R BAH [R)HG BE 1Y 55 (] 285 0 %85 S 2 B 4 1 TS R
.

Lee 55 N4 T —FhEE 3] ReLU iR Ak
PR AR I Z2 R T BRI B /N
WM AGERIZ I G . BARKDL, ReLU
iR VEATEW|

+ Q)

()= —5——=#a7)
Jb () Lee BB IGZ I REL Rt
(TECEZIES?

, ( 1r 2y 00y )
v =1
( Coon D C sz 2))
= =2 ; (18)
( Coon ) a2C o 2))
=2 +1,

Hrp,  (, )y CHEON %5 A\ Lo i sk %,
JKt ResNet, VGG IR 2% S BRI ) ReLU Fil
e R AL BB oM T4 s A Rl 2, I 2k
I SHBTCTE HHIN LR AMATFE ImageNet L1525 34
BT 77.52 %HERA, X 5 EAGEA 78.31 %I HE
R AR k.



BstE &: ASWERREZSIPHNALSE

11

Badawi % A7 TAEH ISEEE T GPU I i)
A B2 M4 ( Homomorphic CNN, HCNN ),
MAIE5E T —RIVALEAR , dnph e o 25 54k 548
KiEEN 2R, FHE Jr &2 MBS B ALEs:, L GPU
I SE B, M AT 433 7E MNIST FiI CIFAR-10 |
BAIE T FCNN, 23 5 HUA T 99% 1 77.55% Y HERT % .

Lee %5 N4 1 S5 17 19 PPML J5 013 A il
Bootstrapping $ AR, IZH AT AT LY R 25T
. b b iT fE RNS-CKKS % E St 8 T
ResNet—20 Fi5 ,1%77 5 55 H Fi e o #E Y ResNet-20
WAL, FUZ2 E AT Bootstrapping £ AR
fbfiTfE CIFAR10 %4 £ LoEAT T8k, 5
ResNet-20 fHEFET R BA 98.67% 1 — ik,

Kim 55 A& 7 5 800 J5 2k Pl FHE
B, TREPRI N, AR Z, N
MTEAN R A FUZ RN Al ok 12-46 15 (14 s () 25
AT T7E CKKS 77 %8 19 W] SCas (8] il i B AE F 45 1
THEPIEHEMEERR, BN ATERAN 2
R R A, JRRZOEET B TR SR
iR ER FHE 19 Bootstrapping F& /¥ #17 T 454, 7F
CIFAR10/100 #1 ImageNet ¥ 5 ££ - S2 80 17 & /b
18.9% 11 48.1%M 20 J2 CNN 432 2% Y [ A5 DA Bisf
[P A

Zhu S5 NSO 1A A JE T 4 [ 2
& B # 2 W 4% ( FHE-based Convolution Neural
Network, HE-CNN ) #E3[#%) FPGA JEHELL, b
I1I%T FPGA mZREGE G Bthiie, it 28k
(1) HE iz 5L, SCEL T HE-CNN J2 P RIZ |] 1 %
PR R, JE X HE I8 SRR T 52 A i B IR A 1tk
REHIAT, FTHEH 1 Fx HENN HEZE [ ghiA7iit2s
HE, Lt um s itng, JH7E B b5 FPGA

B b A SE HE-CNIN B (6 ook 2 v % 1524
A e AT CPU Y HE-CNN B P 5 S8 A
6, FxHENN S35k 13.49 A5 AR .

KIM 5§ A S48 T — IR B2 HCNN 45 14
HyPHEN, 565 T ol G FU% (RACony
1 CAConv ), B¥li 1475 ¥ ( 2D [AIBRIE 75 H1 PRCR
F% ) LARAER X HONN SR B SRALHEAR o X FE 3
SR A3 HyPHEN BE 88 MR8 /0 Y7 o5 TR B 521
RIS BRAE IR, 191 %% SCRERE R Bootstrapping
K., HyPHEN ¥ HCNN CIFAR-10 #EHE {1338 [
#|7 1.4 #(ResNet-20 ), JF7E 14.7 #»( ResNet-18 )
SZFL T HCNN ImageNet ffEF

Hu 58 N2 T — A H RO BT RAE AL, 1%
HE ZE ) I 25 0 285 1 S48 4 22 55008 8 SCE &% R
B LA R Ik A 452 ( Additive Secret Sharing, ASS )
MR BT RS e CNN AR 2 . T IR AE

SRR BE TR T, A RSO R IR T % SOk

B, R TIFRRCR, Wb TE R
3.1.2 kXt A A

CNN [F) 25 125 J5 ¥ AL O B AL PR 7 TR e 2%
IR R R T G . ASCTER 2 R
25T AW TAER BRI . (i IR S a7
R TR B DA R Al TR BE 2 ) B B

TR T OREI RS A g, W
YASHE., BGV!®, TFHE, RNS-CKKS %, Jfifid
ZWiAE T | {HAR A R GPU ik \ FPGA
T3 25 AR T B Ak CNN eI 4 88l b i Efg
S AE TR )2 0 45 (1 b B AT A7 AE — 2 Jg B Lk
i, ARZERTF RS A SEIn 25 e, ks )ik
TER BRI BRFAR T B, R4S S B4 i 1) 3 2N 2
SRR, ik — W R FH 2 T RS SEA



12 Journal of Frontiers of Computer Science and Technology it BN Z 5K &
<2 CNN [k i
Table 2 Comparison of homomorphic encryption methods for CNN
Tk [RY ST 48 DTk R HindE
M2 B0, HERER
C’Yl’(tz"ol‘igs[“‘ YASHE AT B RS ERE R, RE MNIST
HFHEZME M4
4 ReLU 1y 23 X3 i Sk 10 —fb AR
> g fi N TN %
Chabanne[34] BGV it METRTRIE W M L S T T o MNIST
(2017) it B A E
i KT AR IELT CNN 30
Cry‘(’ztgll); [40] BGV gzﬁug T A MNIST. CIFAR10
PR
e ‘\*~ Y § B zju_}: %3 > i S
TAPAS[41] TFHE A \_fﬁﬂ&%‘@ﬁf@ﬁ CNN [r) 725 Jin #5 iJk (05— A Cancer. Diabetes
(2018) AT Faces. MNIST
PEH T B 0 A M i ) IBE e
Ezggg‘)‘zl RNS-CKKS [f] - %{r PRI RIS Jry B ] PR o 32 5 MNIST
H XIS
. NP X SERIRIER T EAL, 5
Zhou[43] eHE TEMIBECHE 1 647 (1l NN 4, %}‘ S 51 2% MNIST. Breast
(2020) B R e ' Cancer
Dis;‘;’;‘;g)[“‘” BFV SR SV 25 2T [ A I A MNIST, FMNIST
v - Bt T — IR TR A TR WO T
A MR 2B A A okE  ZREHR IR (Fan,
Lee[27] (2023) RNS-CKKS i ReLU Al Kby 250, HAER 20 )T IS BN K  CIFAR-10, ImageNet
FUBLEPE AL ImageNet #E47 T 505% IR B il
Badawi[47] % —A> GPU Jn# iy [F] 245 CNN, 25 )
2020) BEV BT WSRO TR f A VINIST, CIFAR-ID
RNS-CKKS % ESi#l T
5 S L A
Lee[48] (2022) RNS-CKKS ResNet-20, FFERFMAT . CIFAR-10
. . Bootstrapping #4F
Bootstrapping £ A&
1T W& 1) R G M, B
BT HEREC R LRI B R 0100,
Kim[49] (2023) RNS CKKS s . NERUIE
I FEAL ik i ImageNet
Bootstrapping fit %
FxHENN][50] FT 2% CNN #E2L FPGA i
2023) RNS-CKKS —— MNIST., CIFAR-10
o R AR 2 5 EHET RN 2D [RIBIE
I”3$§ﬂ] RNS-CKKS FEMLE A, W B R B RS e CIFAR-10, ImageNet
YCHIOR: 52 B i 2
SASCAEA L, R
FEF [ N2 SR ASS HBi
Hu[52] (2024) CKKS i . sl 5B 4%EAE EATARER MNIST

T CNN 452, FRILT %530 kR

e, A O A s f]

3.2 [&AMNEAE Transformer Hr v A

3.2.1 Transformer H[a]ZSIN%5 04 v FH 7%
Chen 25 A2 H T THE-X, X 22— a2

Transformer F 7Y REAE 7 [RIZS IR T HEATHERIAY S

I, THE-X dld— " TAERALPE Transformer MXZ%
R AR, WA IEZmEREL, W GELU,

Softmax Fll LayerNorm, HA4ki5i, THE-X fifif] ReLU
Bt TR GELU, 7EH Pttt ReLU H1f) Max



BstE &: ASWERREZSIPHNALSE

13

¥E, Softmax FUIEIFRECH

3
()= (+1) ).#(19)

Hp T B—1ZJ200L M2 M4, LayerNorm Y
AT
= + #(20)

Hrp 24224, J& Hadamard F, S5
SRR THE-X SR AEE RN R] R AT 55 64 7
FRRE RS, (CRIUEUNPERE TR, (HAERR
RS T HAT B R R

Hao %5 N2 T —FR A% ASHESE Tron, JH
T Transformer B AAEHL , AN HEERATA] 56 T 55 A
RURCH SR i A UM B o Tron /Y £ DTHR
JE N PR T N 2 AR e M R %L (4N Softmax
GELU #43if fl LayerNorm ) #2435t 1T JLFRHT A8 % 4t
Wo BMARUL, M4t 7 —A- e Hry 5 T R m
BRI UM, I G A T — AR Y R
BEITHHEAR, W TV (m 25 AR 750
(38 7 e . Hk, &t T Softmax . GELU Fl
LayerNorm [ =80 M, ixX 6 PR 7E SIRNN
Z by, JFHAMT —seE sl gt oo
Softmax ™ {1 45 ¥z 55 JF 85, ff /b GELU A
LayerNorm, SZE&5 53, Iron 55 SOTA A tt,
T T 3-14 FEEAF A 3-11 FE RIS 4TI

Lu % ABYE T BumbleBee, — Mt H 1@
{5 A 4F 1 Transformer JHEFAESE AT & Je b T 5
TR0 % 0 RO e ik U, B O D
80-90% Y AF A o HUK, ABATTHEAE 1 —Fhis Y
J5 15K 1T Transformer HvAE 2 M T BRIER 1) 151 2K
FERR PN, %07 AN TG 2204 Transformer A7
AR L, PR AN T AT A 2 1 A A B A
f I TZE PU 4~ NLP T3l 25 Transformer #5554 A0 — 41
3¢ 7)1 2k Transformer #AYFIPU AN K P8 4 L 3FAL T
BumbleBee AYMER

Zimerman %5 NS4RS — AN 20
. Transformer B1%, Ff25 1 T F|H Transformer X
(RIS N AT A HERR IR . A IR R T MRS
T i B 52 il (%) Transformer 4544, LSR8 545

o 2 W X AERW T T . X — B A AT LA
FHE 7 BRI WikiText — 103 JEFT 20 & HEH, LUK
7£ CIFAR-100 F1 Tiny-ImageNet #-17E %7335,

Liu % NS0 T —MHEZR R &R T
Transformer B4 RAAERR AR0% , 20K 11
0 AF B Y )2 B R U A O B R 2 AU 1Y )2 B RR
B, PR B ORI R DU B TARRG E  iX
SR AE LR 3 ARURE [ A FRORS B y [ml Bs, SEB T D
AR P S [0 R 368 £ 4 ) o 3

Zheng 55 NSOBLH T Primer, LASZERAENNS %L
P E A T ER Y Transformer., Primer H—M1 %t
BT I8 Transformer A8 A6 TR 5 %% 15 T
WAREE, [FREIETHE G IR token fL5E% T
SRR RIS F R LR A SR B, Primer
WG 7 Y s 9 HERR R, O 2wy O s
T 90.6 %-97.5 %A HHEFELEIR

Lee S ANBTEEH T —Fh s 2k iy 25 1 R A 4%
(iE B > 5 HETAL, fii ] CKKS [RZS Ny
ZENTE P I AR AT NS CHETAL £&40 7 —Fh s sl
P 0 %8 R R e TR AR, Lk 2 iy P 1.8 1] 323
i, JFHAR T T R0 55 R M SIS Softmax
ERIERL . 7E 5 A FEERE A E I Sgm s R,
Tz 11 23 B HERA 40 R B KR 0.5%

Zhang % AN PS4 T 458 — A~ 9 &2 B K
Transformer FRAAEFL MY NEXUS, HACkDL, i
I T mREE S LA B R Rk, SRS SC®R
A TN R 4 SR, R R e vk B vh B Y
FEIRME TR DB A5 T8 o A T3 T — b
B9 Argmax B, FEE S E K] O (logm ),
3.22 kXS g

ARICAEFR 3 P EE T AR Transformer [RIZSN
B TR B RS % T 24614 CKKS .BFV
% E Uik SR . BB TEEAR 20X
L. B SCHRAR N R 40 55 B, XS0k i 4
T Transformer 752 & L YERE, 7EA PR Z%E
2P 2 (W GELU, Softmax. LayerNorm ) Hf /R
TR R T 2, O HAEA B AL - SE e 4h



14 Journal of Frontiers of Computer Science and Technology it BN Z 5K &

FAUE] T HAEORI BEFAR TRIN, SEB T4 o 1)
HMRR BRI, X LT LA —Le Bk, 1140

A H 4 RIS RS Rl 7 5K

3 Transformer FSMBHE LB

Table 3 Comparison of homomorphic encryption methods for Transformer

ik EESIEES Gl Bk, LAEE S
AR L R A2
THE-X[28] H— AR N 5 Transformer 454 \I 5”%% @F‘ ?E%JAK
CKKS . R 45 % P, ANAE GLUE, CONLL2003
(2022) SpR7S e :
NLP L5547 T $iik
Lronl29] (2022 BEV EFEBEITOHEARBER T MR ARZeb: RS AL B GLUE
ront291 2022 HIIRED L B RS
BumbleBee[30] B oAl T TR 2SN 28 K AR M e ik SR, i GLUE. ImageNet
(2023) FWD T AT A
N Wikitext-103
. Ps=4 "'ﬁ ( *“ﬂ I é/‘ T\ >
Zimerman|[54] CKKS T 8255t Transformer T BRI AR ALY 2B CIFAR-10.
(2023) B
Tiny-ImageNet
. KA S EE R SR G  AEE T EE AA
Liu[55] (2023) BFV R . GLUE
Primer|[56] ~ i token PG4T BRI LI AFIE A NLP 1. GLUE. SOuAD
(2023) AL, WM T A s T4 JAIRTNLP {25 » SQu
[RIZ M R 2 S Bk, 4 T S MNIST. CIFAR10,
mgﬁfﬂ CKKS o228 I 3 1 B R = RS B Softmax 3T Face Mask, SNIPS.
ViReS DermaMNIST
JE32 5.5 Transformer FRAAEFEBML,
Nﬁﬁﬁfl RNS-CKKS /M R0 e ek o RV 52 GLUE

Argmax 8%

4 GG

FEARSCH, AT G T IR A 2 7 R B o
SR, EACHEH S B MLE (CNN)
FI Transformer #8Y (1) 45 G 71 o 8 1% Z T f
FEAR 50T, FRATT A B IR) 2 8 7 A 4 5580 B R
IR, BEMEA RO SRR 2 2 R B . %
T CNN 9 [/ 2% 7% , 4 CryptoNets Fil CryptoDL,
XLy ik FEGE AR 2 GE . H R AN
IR B ARSI, ERIRZH Mg,
XL T SRR T 8 i W 43 KGR A AR 1 T B A
W BRI, TERZEMEMZ b, YEREUER RN
it — 2Tt

Transformer [ [RIZ %5 75, W THE-X ., Iron
F1 BumbleBee, i1 O A R4 3 1k AR 46 M R 5K
[FZSna T3, S8 T Transformer A5 7878 4% 454
AHER, XS VAR RN R PR R R,

EWO TIPEAEGFIE, BR T ARIEF A
(NLP) FHEMG S 455 v By i Y T 6

A5 N 3 — 2 Ak [R50 %% 7 28 1
RO, RO R AR XTI E A N A% R 2
Transformer B/ . FF & BT 04 4% 00k UG £ A
(AR ms , 255 FPGA . GPU ) 42 57 1) .
[RIERE, i v RIS 8 7 ZE % AN [ R 38 2 > B AR g e
Bk, JUHOR AR e A Lt 2 RSO pR AL [R)
BINETE, RSz N B A

il 2 B RA DR AP i SR B35, [R]85 8 5 R 2
STWEEA ISR RYT | A RlRIE Be il i 55 i e
PR Z N W T o WFFR I — 20 ik I 28 Ty AR S
bR 3 S s al A E e . Ak, g A
SRR 2 ) TR A N AR U, AR e SRR i
(&t R SEdE, R AR E LS .

S RIS FE TR EE 27 20 i i g AT Ak TP



BstE &: ASWERREZSIPHNALSE

15

ARG B, RIS 2P, AR Bl
B AARISE B2 At RO A T R AT o BEF 4
AR , TRV 0K S TR 27 > 1) R A o
2B A

B30k :

(1]
(2]
(3]

(1]

[12]

[13]

LECUN Y, BENGIO Y, HINTON G. Deep learning[J].
nature, 2015, 521(7553): 436-444.

YI X, PAULET R, BERTINO E, et al. Homomorphic
encryption[M]. Springer International Publishing, 2014.
LI Z, LIU F, YANG W, et al. A survey of convolutional
neural networks: analysis, applications, and prospects[J].
IEEE transactions on neural networks and learning
systems, 2021, 33(12): 6999-7019.

VASWANI A, SHAZEER N, PARMAR N, et al. Attention
is all you need[J]. Advances in neural information
processing systems, 2017, 30.

ACAR A, AKSU H, ULUAGAC A S, et al. A survey on
homomorphic encryption schemes: Theory and imple-
mentation[J]. ACM Computing Surveys (Csur), 2018,
51(4): 1-35.

RIVEST R L, SHAMIR A, ADLEMAN L. A method for
obtaining digital signatures and public-key crypto-
systems[J]. Communications of the ACM, 1978, 21(2):
120-126.

ELGAMAL T. A public key cryptosystem and a signature
scheme based on discrete logarithms[J]. IEEE transac-
tions on information theory, 1985, 31(4): 469-472.
BONEH D, GOH E J, NISSIM K. Evaluating 2-DNF
formulas on ciphertexts[C]//Theory of Cryptography:
Second Theory of Cryptography Conference, TCC 2005,
Cambridge, MA, USA, February 10-12, 2005. Pro-
ceedings 2. Springer Berlin Heidelberg, 2005: 325-341.
GENTRY C. Fully homomorphic encryption using ideal
lattices[C]//Proceedings of the forty-first annual ACM
symposium on Theory of computing. 2009: 169-178.
SMART N P, VERCAUTEREN F. Fully homomorphic
encryption with relatively small key and ciphertext
sizes[C]//International ~Workshop on Public Key
Cryptography. Berlin, Heidelberg: Springer Berlin
Heidelberg, 2010: 420-443

VAN DIJK M, GENTRY C, HALEVI S, et al. Fully
homomorphic encryption over the integers[C]//Advances
in  Cryptology—EUROCRYPT 2010: 29th Annual
International Conference on the Theory and Applications
of Cryptographic Techniques, French Riviera, May
30-June 3, 2010. Proceedings 29. Springer Berlin
Heidelberg, 2010: 24-43.

BRAKERSKI Z, VAIKUNTANATHAN V. Fully
homomorphic encryption from ring-LWE and security for
key  dependent  messages[C]//Annual  cryptology
conference. Berlin, Heidelberg: Springer Berlin
Heidelberg, 2011: 505-524.

Lopez-Alt A, Tromer E, Vaikuntanathan V. On-the-fly

[16]

[17]

[26]

multiparty computation on the cloud via multikey fully
homomorphic encryption[C]//Proceedings of the forty-
fourth annual ACM symposium on Theory of computing.
2012: 1219-1234.

FAN J, VERCAUTEREN F. Somewhat practical fully
homomorphic encryption[J]. Cryptology ePrint Archive,
2012.

CHEON J H, KIM A, KIM M, et al. Homomorphic
encryption for arithmetic of approximate numbers[C]//
Advances in Cryptology—ASIACRYPT 2017: 23rd
International Conference on the Theory and Applications
of Cryptology and Information Security, Hong Kong,
China, December 3-7, 2017, Proceedings, Part I 23.
Springer International Publishing, 2017: 409-437.
CHILLOTTI I, GAMA N, GEORGIEVA M, et al. TFHE:
fast fully homomorphic encryption over the torus[J].
Journal of Cryptology, 2020, 33(1): 34-91.

CHEON J H, HAN K, KIM A, et al. A full RNS variant of
approximate homomorphic encryption[C]//Selected Areas
in Cryptography—SAC 2018: 25th International Con-
ference, Calgary, AB, Canada, August 15-17, 2018,
Revised Selected Papers 25. Springer International Pub-
lishing, 2019: 347-368.

LECUN Y, BOTTOU L, BENGIO Y, et al. Gradient-
based learning applied to document recognition[J].
Proceedings of the IEEE, 1998, 86(11): 2278-2324.
KRIZHEVSKY A, SUTSKEVER I, HINTON G E.
Imagenet classification with deep convolutional neural
networks[J]. Advances in neural information processing
systems, 2012, 25.

SIMONYAN K, ZISSERMAN A. Very deep convo-
lutional networks for large-scale image recognition[J].
arXiv preprint arXiv:1409.1556, 2014.

HE K, ZHANG X, REN S, et al. Deep residual learning
for image recognition[C]//Proceedings of the IEEE
conference on computer vision and pattern recognition.
2016: 770-778.

SALEHINEJAD H, SANKAR S, BARFETT J, et al.
Recent advances in recurrent neural networks[J]. arXiv
preprint arXiv:1801.01078, 2017.

DEVLIN J, CHANG M W, LEE K, et al. Bert: Pre-
training of deep bidirectional transformers for language
understanding[J]. arXiv preprint arXiv:1810.04805, 2018.
BROWN T, MANN B, RYDER N, et al. Language
models are few-shot learners[J]. Advances in neural
information processing systems, 2020, 33: 1877-1901.
DOSOVITSKIY A, BEYER L, KOLESNIKOV A, et al.
An image is worth 16x16 words: Transformers for image
recognition at scale[J]. arXiv preprint arXiv:2010.11929,
2020.

GILAD-BACHRACH R, DOWLIN N, LAINE K, et al.
Cryptonets: Applying neural networks to encrypted data
with high throughput and accuracy[C]//International
conference on machine learning. PMLR, 2016: 201-210.
LEE J, LEE E, LEE J W, et al. Precise approximation of
convolutional neural networks for homomorphically
encrypted data[J]. IEEE Access, 2023.

CHEN T, BAO H, HUANG S, et al. The-x: Privacy-



16

Journal of Frontiers of Computer Science and Technology it BN Z 5K &

[29]

[30]

[31]

[32]

[33]

[43]

preserving transformer inference with homomorphic
encryption[J]. arXiv preprint arXiv:2206.00216, 2022.
HAO M, LI H, CHEN H, et al. Iron: Private inference on
transformers[J]. Advances in neural information
processing systems, 2022, 35: 15718-15731.

LU W, HUANG Z, GU Z, et al. Bumblebee: Secure
two-party inference framework for large transformers[J].
Cryptology ePrint Archive, 2023.

BJORCK N, GOMES C P, SELMAN B, et al
Understanding batch normalization[J]. Advances in neural
information processing systems, 2018, 31.

BA J L, KIROS J R, HINTON G E. Layer normali-
zation[J]. arXiv preprint arXiv:1607.06450, 2016.
ULYANOV D, VEDALDI A, LEMPITSKY V. Instance
normalization: The missing ingredient for fast
stylization[J]. arXiv preprint arXiv:1607.08022, 2016.
FENG J, YANG L T, ZHU Q, et al. Privacy-preserving
tensor decomposition over encrypted data in a federated
cloud environment[J]. IEEE Transactions on Dependable
and Secure Computing, 2018, 17(4): 857-868.

FENG J, YANG L T, ZHANG R, et al. Privacy preserving
high-order bi-lanczos in cloud—fog computing for
industrial applications[J]. IEEE Transactions on Industrial
Informatics, 2020, 18(10): 7009-7018.

ZHANG P, CHENG X, SU S, et al. Task allocation under

geo-indistinguishability via group-based noise addition[J].

IEEE Transactions on Big Data, 2022, 9(3): 860-877.
ZHANG P, CHENG X, SU S, et al. Effective truth
discovery under local differential privacy by leveraging
noise-aware probabilistic estimation and fusion[J].
Knowledge-Based Systems, 2023, 261: 110213.

BOS J W, LAUTER K, LOFTUS J, et al. Improved
security for a ring-based fully homomorphic encryption
scheme[C]//Cryptography and Coding: 14th IMA
International Conference, IMACC 2013, Oxford, UK,
December 17-19, 2013. Proceedings 14. Springer Berlin
Heidelberg, 2013: 45-64.

CHABANNE H, De WARGNY A, MILGRAM J, et al.
Privacy-preserving classification on deep neural
network[J]. Cryptology ePrint Archive, 2017.
HESAMIFARD E, TAKABI H, GHASEMI M. Cryptodl:
Deep neural networks over encrypted data[J]. arXiv
preprint arXiv:1711.05189, 2017.

SANYAL A, KUSNER M, GASCON A, et al. TAPAS:
Tricks to accelerate (encrypted) prediction as a
service[C]//International conference on machine learning.
PMLR, 2018: 4490-4499.

Jiang X, Kim M, Lauter K, et al. Secure outsourced
matrix  computation and application to neural
networks[C]//Proceedings of the 2018 ACM SIGSAC
conference on computer and communications security.
2018: 1209-1222.

ZHOU 1J, LI J, PANAOUSIS E, et al. Deep binarized
convolutional neural network inferences over encrypted
data[C]//2020 7th IEEE International Conference on
Cyber Security and Cloud Computing (CSCloud)/2020
6th IEEE International Conference on Edge Computing
and Scalable Cloud (EdgeCom). IEEE, 2020: 160-167.

[44]

[45]

[46]

[51]

[52]

DISABATO S, FALCETTA A, MONGELLUZZO A, et al.
A privacy-preserving distributed architecture  for
deep-learning-as-a-service[C]//2020 International Joint
Conference on Neural Networks (IJCNN). IEEE, 2020:
1-8.

OBLA S, GONG X, ALOUFI A, et al. Effective
activation functions for homomorphic evaluation of deep
neural networks[J]. IEEE access, 2020, 8: 153098-
153112.

CHEON J H, KIM D, KIM D. Efficient homomorphic
comparison methods with optimal complexity[C]//
Advances in Cryptology—ASIACRYPT 2020: 26th
International Conference on the Theory and Application
of Cryptology and Information Security, Daejeon, South
Korea, December 7-11, 2020, Proceedings, Part II 26.
Springer International Publishing, 2020: 221-256.

Al BADAWI A, JIN C, LIN J, et al. Towards the alexnet
moment for homomorphic encryption: Hcnn, the first
homomorphic cnn on encrypted data with gpus[J]. IEEE
Transactions on Emerging Topics in Computing, 2020,
9(3): 1330-1343.

LEE J W, KANG H C, LEE Y, et al. Privacy-preserving
machine learning with fully homomorphic encryption for
deep neural network[J]. iEEE Access, 2022, 10: 30039-
30054.

KIM D, GUYOT C. Optimized privacy-preserving cnn
inference with fully homomorphic encryption[J]. IEEE
Transactions on Information Forensics and Security, 2023,
18: 2175-2187.

ZHU Y, WANG X, JU L, et al. FXHENN: FPGA-based
acceleration framework for homomorphic encrypted CNN
inference[C]//2023 IEEE International Symposium on
High-Performance Computer Architecture (HPCA). IEEE,
2023: 896-907.

KIM D, PARK J, KIM J, et al. HyPHEN: A Hybrid
Packing Method and Its Optimizations for Homomorphic
Encryption-based Neural Networks[J]. IEEE Access,
2023.

HU Z, CHEN L, WANG Y, et al. A Secure Convolutional
Neural Network Inference Model Based on Homomorphic
Encryption[C]//2024 7th World Conference on Com-
puting and Communication Technologies (WCCCT).
IEEE, 2024: 17-23.

BRAKERSKI Z, GENTRY C, VAIKUNTANATHAN V.
(Leveled) fully homomorphic encryption without
bootstrapping[J]. ACM Transactions on Computation
Theory (TOCT), 2014, 6(3): 1-36.

ZIMERMAN I, BARUCH M, DRUCKER N, et al.
Converting Transformers to Polynomial Form for Secure
Inference Over Homomorphic Encryption[J]. arXiv
preprint arXiv:2311.08610, 2023.

LIU X, LIU Z. Lims can understand encrypted prompt:
Towards privacy-computing friendly transformers[J].
arXiv preprint arXiv:2305.18396, 2023.

ZHENG M, LOU Q, JIANG L. Primer: Fast private
transformer inference on encrypted data[C]//2023 60th
ACM/IEEE Design Automation Conference (DAC). IEEE,
2023: 1-6.



BstE &: ASWERREZSIPHNALSE

17

[571 LEE S, LEE G, KIM J W, et al. HETAL: efficient
privacy-preserving transfer learning with homomorphic

encryption[C]//International

Conference on Machine

Learning. PMLR, 2023: 19010-19035.

[58] ZHANG J, LIU J, YANG X, et al. Secure Transformer
Inference Made Non-interactive[J]. Cryptology ePrint
Archive, 2024.

Bt (2001—), ¥, WEHZ A, Bt
WF5E A, R SO R A . R
s

YANG Hongchao, born in 2001, M.S.

candidate. His research interests include
homomorphic encryption and deep learning.

SEF (1997—), 5, WEEEA, WL
WHo e, ERMI U TR
1,

YI Mengjun, born in 1997, Ph.D. candidate.

His research interests include secure
computation and federated learning.

ZHE (2001—), 5, BEPEEXSA, Wit
WFoit, FEUR TR | Pl A
2yl

LI Peijia, born in 2001, M.S. candidate. His

research interests include reinforcement
learning and robotic control.

FKESC (2001—), F, TARMER A, Wik
WHo e, EEME SO L A
ZHANG hanwen, born in 2001, M.S. candi-

date. His research interest includes federated
learning and homomorphic encryption.

HEBE (1973—), 55, TLHRERMA, #iz,
AR, CCF mdlies A, EEFSE O
MR PLER N BE.

SHEN Furao, born in 1973, Ph.D., professor,
Ph.D. supervisor, senior member of CCF. His

research interests include robotic intelligence
and neural computing.

B (1979—), B, LA, WA,
Fl##%, 1BEE Wgiexbl, ERMTLAN
WAERZE . iR

ZHAO Jian, born in 1979, Ph.D, associate
professor, senior member of IEEE. His

research interests include communication
networks and neural computing.

EXIE (1988—), 5, ZRCZKA, i,
TR, EEMN SR 2 EHOR
N REHA N 7 B SE AR

WANG Liuwang, born in 1988, Ph.D, senior
engineer. His research interests include
applications of digital security management

technologies and artificial intelligence
technologie.



	同态加密在深度学习中的应用综述
	杨洪朝1,2, 易梦军1,3, 李培佳1,3, 张瀚文1,3, 申富饶1,3+, 赵健4, 王刘旺5
	A Survey on the application of homomorphic encrypt
	YANG Hongchao1,2, YI Mengjun1,3,  LI Peijia1,3,  Z
	Key words: Homomorphic Encryption; Deep Learning; 
	1相关工作
	1.1  同态加密概述
	1.2  深度学习概述

	2深度学习与同态加密
	2.1同态加密与深度学习结合的步骤及与挑战
	2.2神经网络层在同态加密环境下的适应性分析

	3同态加密在深度学习中的应用
	3.1  同态加密在卷积神经网络中的应用
	3.2  同态加密在Transformer中的应用

	4总结与展望






