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Abstract

Data augmentation has been an essential technique for improving the general-
ization ability of deep neural networks in image classification tasks. However,
intensive changes in appearance and different degrees of occlusion in images
are the key factors that severely affect the generalization ability of image
classification models. Therefore, in order to enhance the generalization per-
formance and robustness of deep models, data augmentation approaches by
providing models with more diverse training data in various scenarios are
widely applied. Although many existing data augmentation methods sim-
ulate occlusion in the augmented images to enhance the generalization of
models, these methods randomly delete some areas in images without con-
sidering the semantic information of images. In this work, we propose a novel
data augmentation method named AdvMask for image classification based on
sparse adversarial attack techniques. AdvMask first identifies the key points
that have the greatest influence on the classification results via a proposed
end-to-end sparse adversarial attack module. During the data augmentation
process, AdvMask efficiently generates diverse augmented data with struc-
tured occlusions based on the key points. By doing so, AdvMask can force
deep models to seek other relevant content while the most discriminative con-
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and deep models demonstrate that our proposed method can effectively im-
prove the generalization performance of deep models and significantly out-
performs previous data augmentation methods. Code for reproducing our
results is available at https://github.com/Jackbrocp/AdvMask.
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AdvMask: A Sparse Adversarial Attack-Based Data Augmentation
Method for Image Classification

Suorong Yang, Jinqiao Li, Tianyue Zhang, Jian Zhao,
Furao Shen

• We propose AdvMask, a novel data augmentation method that utilizes
sparse adversarial attack techniques to identify critical regions in im-
ages for downstream data augmentation, surpassing traditional salient
portions.

• We develop an end-to-end sparse adversarial attack module that au-
tomates the selection of pixels for data augmentation, eliminating the
need for hand-crafted rules.

• Experimental results have demonstrated that AdvMask outperforms in-
formation deletion-based augmentation approaches on various datasets
and deep models. This highlights the effectiveness and superiority of
our proposed method.

• AdvMask can be seamlessly combined with other data augmentation
methods, such as automated augmentation, to achieve further improve-
ments in performance. This flexibility enhances the versatility and po-
tential applications of our method.
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Keywords: Data augmentation, image classification, sparse adversarial
attack, generalization

1. Introduction

Convolutional neural networks (CNNs) have made tremendous progress
in the field of computer vision, such as image classification [1]. Despite the
tremendous progress, training large CNN models to achieve satisfactory gen-
eralization performance typically requires a considerable amount of labeled
data, which is often unavailable. Meanwhile, the generalization ability of
CNNs is based on a fundamental assumption in machine learning algorithms
that the training and test data share the same distribution, which is not
always the case. In practical application, because training data in most im-
age datasets typically exhibit limited variance in appearance and occlusion,
the generalization ability of CNNs can be severely impacted in these scenar-
ios [2, 3]. For instance, if a classification model is trained with images that
are all clearly visible, due to the limited generalization performance of the
model, it may fail to recognize partly occluded objects in practice. Consider-
ing the extreme difficulty in collecting and labeling data in diverse scenes, in
recent years, data augmentation approaches based on information deletion
have been a research focus of data augmentation, aiming to enhance the gen-
eralization performance and robustness of CNN models. Data augmentation
techniques are applied to training data to generate more diverse augmented
data during the training phase and thus enhance the models’ generalization
performance. These information deletion-based approaches typically gener-
ate additional data by deleting some sub-regions of the original images to
simulate the situation in the real world where objects may be partially cov-
ered, or the whole structure is incomplete, such as Cutout [4], Random Eras-
ing [2], Hide and Seek (HaS) [5], and GridMask [3]. It is known that these
approaches can reduce the sensitivity of models, increase the perception field,
and enhance the generalization ability of deep models [3]. However, instead
of customizing the occlusion mask for each image based on its structural
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The completely random regional deletion is uninterpretable and cannot be
customized according to the images’ characteristics. Moreover, the random
deletion may inevitably introduce noise and ambiguity into the training pro-
cess, which can result in augmented images with false or fuzzy labels in some
situations [6, 7]. In contrast, tailoring the removal of sub-regions based on
the images’ structural and semantic information can mitigate these concerns,
thus bolstering model robustness.

To address these issues, this paper proposes AdvMask, an innovative
sparse adversarial attack-based data augmentation approach. It aims to gen-
erate augmented samples by simulating situations where the critical informa-
tion used for classification is partially lost and forces models to identify other
relevant information in the images to improve the generalization capability
and robustness of CNN models. Inspired partly by two-stage automated aug-
mentation approaches such as AutoAugment [8], and Fast-AutoAugment [9],
AdvMask is primarily composed of two modules: an end-to-end sparse ad-
versarial attack module and a data augmentation module. In the first stage,
the sparse adversarial attack module automatically identifies the critical pix-
els that have the most significant impact on the classification decisions in an
offline manner. In the second stage, the data augmentation module generates
augmented data by deleting some sub-regions that contain the adversary key
points. Through the integration of the automatic identification of critical pix-
els and the subsequent customization of regional deletion, AdvMask presents
a more targeted and refined approach compared to alternative methods. At
the same time, these adversary key points are closely related to the classifi-
cation results because applying invisible perturbations to them could cause
misclassification. Therefore, instead of randomly deleting some regions in im-
ages, the rationale of AdvMask lies in the fact that it can mimic real-scene
occlusions and force models to search for other relevant information while the
most discriminative content is hidden, which enhances the models’ robust-
ness. Meanwhile, using the customized occlusion on adversary key points is
also effective in helping the model jump out of local optimum [10], which
ultimately reduces over-fitting risks and enhances the model’s generalization
and robustness. In order to validate the efficacy of our proposed approach,
we perform extensive evaluations on CIFAR-10, CIFAR-100 [11] and Tiny-
ImageNet [12] datasets for coarse-grained classification, and Oxford Flower
Dataset [13] for fine-grained classification and effect visualization. Utilizing
various neural architectures, we demonstrate that our approach outperforms
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significant improvements when combined with other augmentations, includ-
ing Mixup [14], CutMix [15], AutoAugment [8], Fast-AutoAugment [9] and
TrivialAugment [16]. Moreover, through effect visualization, we demonstrate
that our approach enables deep models to focus on the most discriminative
and salient areas of images. Finally, the training time costs of AdvMask are
still competitive with other augmentation approaches, indicating its practical
value.

We highlight our contributions as follows:

• We propose AdvMask, a novel data augmentation method that utilizes
sparse adversarial attack methods for data augmentation. To the best
of our knowledge, we are the first to utilize sparse adversarial attack
techniques to locate the critical regions for data augmentation. We also
prove with experimental results that the proposed method effectively
identifies critical regions in images that are more significant for image
classification than traditional salient portions.

• We propose an end-to-end sparse adversarial attack module, which
uses the adversarial attack technique to guide the automated selection
of pixels for downstream data augmentation without designing hand-
crafted rules. Compared with other sparse adversarial attack methods,
it is competitive in attack performance.

• Experimental results show that AdvMask significantly outperforms other
information deletion-based augmentation approaches on various datasets
and deep models. At the same time, our method can also be combined
with other data augmentation methods (e.g., automated augmentation)
to yield further improvements.

2. Related Work

2.1. Data Augmentation

Recently, many data augmentation methods have been proposed to im-
prove the generalization of deep models.

Image mixing-based data augmentation approaches, such as Mixup [14]
and CutMix [15], utilize multi-image information to synthesize new training
samples during training. By modifying the input images and labels, these
methods can fuse information from multiple images and achieve good results.
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original images and preserve these informative regions during augmentation.
Two-stage automated augmentations like AutoAugment [8] and Fast-

AutoAugment [9] leverage reinforcement learning to find the optimal com-
bination of data augmentation operations for each dataset. TrivialAug-
ment [16] employs the same augmentation space obtained by these automated
augmentations and applies a single augmentation to each image during train-
ing. When employing augmentations, there is no requirement for reinforce-
ment learning’s search for augmentation policies. Our proposed method also
employs a two-stage mechanism, yet it can be used both independently and in
conjunction with other image mixing and two-stage automated augmentation
methods for improved performance.

Information deletion-based methods simulate occlusion by selectively delet-
ing some information from an input image. Random Erasing (RE) [2] reduces
the risk of over-fitting and makes the model robust to occlusion by randomly
selecting a rectangular region in an image and erasing its pixels with ran-
dom values. Similarly, Hide-and-Seek (HaS) [5] randomly hides patches in
a training image, improving object localization accuracy and the generaliza-
tion ability of deep models. Cutout [4] randomly masks out square regions
of input images, which serves as a regularization technique and enhances
the overall performance of deep models. GridMask [3] adopts structured
dropping regions in input images, emphasizing the balance between informa-
tion deletion and reservation and significantly improving the performance of
deep models. However, these methods randomly select regions for deletion,
which is uninterpretable and may introduce noise and ambiguity into the
augmented data. Different from the previous works, AdvMask first identifies
the classification-critical regions of images and selectively drops some struc-
tured sub-regions with critical points during augmentation, which is more
reasonable than random deletion.

Similar to our work, [10] proposes a data augmentation method for per-
son re-identification tasks, which generates occluded samples adversarial to
the existing models. Meanwhile, the work [17] proposes an inverse attack
scheme for data augmentation in image segmentation by modifying images
while keeping misclassification rates as low as possible. However, these ap-
proaches identify the discriminative regions of training images with the help
of network visualization techniques (e.g., classification activation maps), or
directly use adversarial examples as augmented data. In contrast, we devise
an end-to-end sparse adversarial attack module to guide the automated selec-
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techniques and generate augmented images based on the clean data during
training, indicating enhanced flexibility and broader application scenarios.

2.2. Adversarial Attack

Adversarial attack is a technique that carefully crafts images to deceive
machine learning models by introducing small perturbations to the original
clean images. These perturbations usually can not be detected by human
beings. However, determining which pixels to perturb is a challenging task.
Existing methods adopt a two-stage pipeline to perturb the most critical
pixels until the attack is successful. Firstly, these methods artificially define
a measure of pixel importance, such as gradients. Then, based on the im-
portance of each pixel, an iterative strategy is applied, and the most critical
pixels are selected to be attacked until the attack succeeds. For example,
based on the saliency map, JSMA [18] uses a heuristic strategy to select
the pixels to be perturbed in each iteration iteratively. C&W-ℓ0 [19] first
uses the attack under the constraint of ℓ2-norm and then fixes several least
important pixels according to the perturbation magnitudes and gradients.
PGD-ℓ0+ ℓ∞ [20] projects the perturbations generated by PGD [21] onto the
ℓ0-ball to achieve the ℓ0 version of PGD. The specific projection method is
to fix some pixels that do not need to be perturbed according to the pertur-
bation magnitudes and projection loss. SparseFool [22] converts the problem
into a ℓ1-norm constrained problem and selects some pixels to perturb in each
iteration according to the geometric relationship. Based on the gradient and
the distortion map, GreedyFool [23] selects some pixels to be added to the
modifiable pixel set in each iteration and then uses the greedy method to drop
as many less critical pixels as possible to obtain better sparsity. However,
these methods rely on hand-crafted rules to evaluate the importance of pixels
and use greedy methods to remove as many unimportant pixels as possible
to achieve better sparsity, which may not well serve the downstream data
augmentation process because suitable rules for evaluating the importance
of pixels should be carefully designed. Instead, our method eliminates the
need for a predefined metric for pixel importance and employs an end-to-end
sparse adversarial attack module to select the most classification-sensitive
pixels, thereby facilitating the data augmentation process. Thus, our ap-
proach has broader application scenarios compared to previous methods that
rely on hand-crafted rules or heuristic strategies. The technique of factoriz-
ing the perturbation into a product of magnitude and the binary mask has
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Figure 1: The AdvMask framework is composed of two key modules: the sparse adversarial
attack module and the data augmentation module. In the first module, a perturbation is
encoded using a trainable neural network to generate a feature map, which is then used
to produce an approximately binary attack mask through the scaled sigmoid function.
This attack mask is subsequently used to inform the generation of augmentation masks
for the augmented images. It should be noted that the resulting shapes of the generated
augmentation masks exhibit a high degree of variability.

been utilized by SAPF [24], which jointly optimizes the perturbation com-
ponents using ℓp-box ADMM [25], a popular optimization algorithm. Our
proposed method shares similarities with SAPF, in that we also employ the
binary mask to generate adversarial perturbations. However, unlike SAPF,
our method employs a trainable neural network to generate the binary mask,
which can be conveniently applied in practice.

3. AdvMask

As depicted in Figure 1, the AdvMask framework comprises two key
modules: the sparse adversarial attack and the data augmentation module.
Before delving into the details of these modules, we first introduce two types
of masks employed in AdvMask: the attack mask and the augmentation
mask. The attack mask is generated by the sparse adversarial attack module
and provides information about the spatial distribution of the adversarial
attack points. On the other hand, the augmentation mask is obtained from
the data augmentation module and is guided by the attack mask to locate
the occluded regions of the augmented data. In the sparse adversarial attack
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perturbation. The perturbation is encoded by a trainable neural network to
automatically generate a binary attack mask of the same size. The binary
attack mask is then utilized to obtain the Points of Interest (POIs) for the
data augmentation module. In the data augmentation module, AdvMask
performs data augmentation based on the POIs derived from the attack mask.

3.1. Sparse Adversarial Attack

Sparse adversarial attack aims to find the most sensitive pixels in images
and perturb these pixels to induce misclassification from the CNN mod-
els [20]. Let f : [0, 1]w×h×c → RK be the classification model, where w, h
and c denote the width, height, and the number of channels of the images,
respectively. K represents the total number of classes. We formulate the
sparse adversarial attack as follows:

min
δ

∥δ∥0
s.t. δ ∈ [−ϵ, ϵ]w×h×c

argmax
i=1,...,K

fi(x+ δ) ̸= ytrue
(1)

where δ ∈ Rw×h×c is the adversarial perturbation, ∥ · ∥0 denotes the l0-norm
that is the number of non-zero elements, fi(·) denotes the probability that
the model classifies the input x + δ as class i, and ϵ denotes the maximum
perturbation magnitude allowed, which is the ℓ∞-norm of the perturbation. x
and ytrue denote the input image and its actual label, respectively. Therefore,
the optimization finds δ, which is added into the original image x, so that
models classify x+ δ as any class except the actual one.

In practice, to obtain sparse key pixels, the magnitude of the adversarial
perturbations is restricted by limiting ϵ. The sparsity of adversarial attack
points is advantageous to the data augmentation module because these points
are more likely to cover the foreground and background. Our work utilizes
l0-norm as a distance function to learn sparse adversarial attacks. How-
ever, because the l0-norm is not differentiable, the difficulty in optimizing
the problem makes the sparse adversarial attack an NP-hard problem [23].
Inspired by the research of neural network pruning [26, 27], pruning neural
network can be regarded as an optimization problem of l0-norm that indi-
cates the sparsity of convolution kernels. Therefore, a branch is added that
includes encoding and binarization in the usual attack process, which out-
puts a mask to select pixels automatically, avoiding the use of artificially
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adversarial perturbation as the input and generates an approximate binary
mask of the same size. The adversarial perturbation and the encoder are
jointly optimized according to the sparsity and attack effect. By gradually
forcing the scaled sigmoid function to output binary values, the perturbation
of some pixels will finally be 0, thereby ensuring sparsity.

Encoding. Let H : Rw×h×c → Rw×h×1 denote the mapping of the neural
network. H(δ) ∈ Rw×h×1 represents the tensor obtained by encoding the per-
turbation δ with H. In cases where the image size is small, a fully-connected
layer is utilized as the encoder with weight parameters W ∈ R(w·h·c)×(w·h).
However, large image sizes lead to a high number of parameters to be trained,
which poses challenges for optimization. To address the issue, we propose
the use of U-net [28], an image segmentation network, as the encoder. U-net
ensures that the input and output dimensions are the same and thus provides
a feasible solution for encoding perturbations in larger images.

Binarization. The elements of the encoded tensor are real numbers, while
the attack mask consists of binary elements where 1 denotes the key points,
and 0 denotes others. To maintain differentiability and continuity, we employ
the scaled sigmoid function to generate an approximate binary mask:

m = sigmoid(α · H(δ)) (2)

where m ∈ [0, 1]w×h×1 denotes the approximate binary mask, and α is the
scaling factor that controls the degree of binarization. During training, α is
gradually increased to facilitate the convergence of mask elements to binary
values. If α is set too large initially, the selection of pixels is determined
before the training, degenerating our method into randomly selecting pixels.
As such, we mitigate this issue by gradually increasing α from αstart to αend

during training to ensure that the elements of the mask can converge to
binary values and prevent the method from degenerating into random pixel
selection.

Loss Function. Our objective is to identify the most sensitive and sparse
pixels in images. Therefore, the design of the loss function is to effectively
deceive the target model with the pruned perturbations while keeping the
key pixels as sparse as possible. To this end, we utilize adversarial attacks,
such as PGD [21] and MI-FGSM [29], to calculate the loss of cross entropy
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follows:

L = max(Lclassify, η · Lclassify) + λ
∥m∥1
N

,

Lclassify = −
LCE(f(x + δ ⊙ m), ytrue)

Linit

+ 1

(3)

where ⊙ denotes the element-wise multiplication, Lclassify is the adversarial
classification loss, usually the cross-entropy loss. Since the elements of m
are approximately binary, the second term can represent the mask’s sparsity,
whereN = w×h×1 represents the size of the mask. λ is a dynamic parameter
to balance these two terms and is calculated by the following formula:

λ = C +
γ

N

N∑

i=1

I (mi > 0.5) (4)

where C > 0, is a hyperparameter that denotes the minimum value of λ, mi is
the i-th element of the mask, and γ > 0 is a hyperparameter. In cases where
the current mask is not sparse enough, our approach prioritizes enhancing
the sparsity of the mask. On the other hand, if the current mask is already
sufficiently sparse, our approach focuses on improving the effectiveness of the
adversarial attack.

Update Perturbation and Encoder. Since the attack mask is to iden-
tify the most classification-sensitive points in an image, the sparsity of the
attack mask need not be carefully considered. Instead of updating δ with
greedy strategies, adversarial attack methods such as PGD and MI-FGSM
can be used to quickly update δ, while constraining its ℓ0-norm and ℓ∞-norm.
Specifically, the update formula of δ is as follows:

gt+1 = µ · gt +
∇δL
∥∇δL∥1

(5)

δt+1 = Clipϵ

{
δt − β · sign

(
gt+1

)}
(6)

where L is the loss defined by Equation(3), µ denotes the momentum decay
factor, β represents the update step, and Clipϵ {·} is used to project adver-
sarial perturbation into the ℓ∞-ball of radius ϵ. The perturbation is trained
concurrently with the encoder, and the attack mask is generated upon the
completion of training.

10
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Input: an image x, target class label y∗, maximum number of iterations
T , classification model f , maximum perturbation magnitude ϵ, hyperpa-
rameter γ and C, scaling factor αstart and αend, update step β

Output: adversarial perturbation δ
1: δ0 ← 0
2: g0 ← 0
3: α0 ← αstart

4: Randomly initialize the encoder H0

5: for t = 0:T − 1 do
6: mt ← sigmoid(αt · Ht(δt)) according to Eq. (2)
7: Calculate the dynamic parameter λt based on mt and Eq. (4)
8: Calculate the loss L according to mt, δt, λt and Eq. (3)
9: Update gt+1 according to Eq. (5)

10: Update δt+1 according to Eq. (6)
11: Update encoder Ht+1 based on the loss L and SGD with momentum
12: Update the scaling factor αt+1 using the algorithm in [26]
13: end for
14: mT ← sigmoid(αT · HT (δT ))
15: δ ← δT ⊙mT

16: return δ

Following the commonly adopted two-stage mechanism of automated aug-
mentation approaches [8, 9], the sparse adversarial attack module is carefully
devised in an offline manner. The module is dependent solely on the dataset
and requires only one training run to obtain the POIs for each dataset. No
inference or training is necessary from the sparse adversarial attack module
on the downstream data augmentation module. Although the sparse adver-
sarial attack module is not directly integrated into the classification model
training, it is designed to optimize efficiency while maintaining satisfactory
performance. Several examples of attack masks are presented in Figure 2.
As shown in Figure 2, we can observe that the critical points nearly cover the
main object and some areas in the background, revealing that most of the
information used for classification is concentrated on the main object of the
image with some information in the background. Consequently, AdvMask
can provide more diverse augmented data by hiding discriminative informa-
tion in both the foreground and background. Finally, to ensure reproducibil-
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Figure 2: Illustration of attack mask generated by our sparse adversarial attack module.
The first row: original images from the ImageNet dataset [30]. The second row: attack
masks for images in the first row.

ity and facilitate future research endeavors, we will release the attack masks
employed on various benchmark datasets to the public in the near future.

3.2. Data Augmentation

To strike a balance between the removal and preservation of crucial infor-
mation in an image, the data augmentation module is appropriately devised.
Excessive deletion of regions may lead to loss of contextual information and
the complete removal of an object [3], while too much preservation increases
overfitting risks. Meanwhile, considering that removing structural regions is
beneficial to model training [4, 5, 3], our proposed data augmentation module
utilizes structural dropping regions to customize the augmentation masks for
each image. Our setting can be expressed as x′ = x⊙M , where x ∈ Rw×h×c

denotes the input image, M ∈ [0, 1]w×h is the binary augmentation mask in-
dicating the pixels to be removed, and ⊙ is the element-wise multiplication.
The augmentation mask M is determined by three parameters: l, p, and o.

Square Length l. In our proposed approach, we introduce a square region,
denoted as s, that is centered on each perturbation point in the augmentation
mask. The length of s is controlled by the parameter l, which is randomly
sampled from the interval [lmin, lmax].

Mask Ratio p. As some recent works [31, 3] have shown that dropping a
small region is useless for the convolution operation, parameter mask ratio p

12
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ance between information deletion and reservation, the scale range of masked
regions p should be limited. Once the parameter l is determined, the area
of total masked regions can be calculated by sum(M) = |S| ∗ l2, where S is
the set of squares in the augmentation mask and |S| denotes the number of

squares. Then, we get p = sum(M)
h×w

, where h and w are the height and width
of the images, respectively. We ensure that the number of masked pixels is
neither too high nor too low by limiting the scale range of p to [pmin, pmax].

Overlapping Ratio o. Because each square s has different lengths, the
squares centered on these points may easily overlap when the perturbation
points are densely positioned. This situation could deteriorate sharply when
the lengths of the squares are large, and the perturbation points are dense,
which causes the deleted areas to overlap and finally concentrate on sub-
areas continuously. In the worst case, no matter what l is, the whole object
of interest will be deleted. To mitigate this issue, we propose the control
of overlapping ratio o by randomly sampling from the range [0, omax]. By
restricting the overlapping area of every pair of squares to be no larger than
⌈l2 × o⌉, the structural characteristics of the mask are preserved.

During the training process, the randomness introduced by these param-
eters increases the diversity of the augmentation masks, thereby enhancing
the diversity of augmented data. Further details regarding the specific pa-
rameter settings of the augmentation masks and ablation study on the effect
of parameters can be found in Section 5.4.

4. Experiment

In this section, we test the performance of AdvMask on various bench-
mark datasets, including CIFAR-10, CIFAR-100, Tiny-ImageNet, and Ox-
ford Flower Dataset.

4.1. Implementation Details

In the sparse adversarial attack module, a binary attack mask is obtained
by gradually increasing the scaling factor α from αmin to αmax during the
optimization process, where αmax is set to 100 on CIFAR-10 and CIFAR-100,
and 5 on Tiny-ImageNet and Oxford Flower Dataset. The parameter αmin

is fixed at 0.1 as its variation has little effect on the results. In the data aug-
mentation module, the datasets are normalized using per-channel mean and

13
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ResNet-18 95.28 * 96.01 * 96.10 * 96.38 95.69 * 96.44

ResNet-44 94.10 94.78 94.97 95.02 94.87 * 95.49

CIFAR-10 ResNet-50 95.66 95.81 95.60 96.15 95.82 96.69

WRN-28-10 95.52 96.92 96.94 97.23 96.92 97.02

Shake-26-32 94.90 96.96 * 96.89 * 96.91 96.46 * 97.03

ResNet-18 77.54 * 78.04 * 78.19 75.23 75.97 * 78.43

ResNet-44 74.80 74.84 75.82 76.07 75.71 * 76.44

CIFAR-100 ResNet-50 77.41 78.62 78.76 78.38 77.79 78.99

WRN-28-10 78.96 79.84 80.22 80.40 80.57 80.70

Shake-26-32 76.65 77.37 76.89 77.28 77.30 79.96

Table 1: Image classification accuracy of information deletion-based data augmentation
methods on CIFAR-10 and CIFAR-100 are summarized in this table. * means results
reported in the original paper. GM: GridMask. RE: random erasing.

standard deviation before applying the AdvMask algorithm. Inspired by the
easy-to-hard learning strategy [32, 33], we devise an incremental generative
strategy. Specifically, instead of applying AdvMask to every image in each
epoch, the number of augmented samples gradually increases during training
until it reaches a constant upper bound, which will make the network more
robust to occlusion by learning more and more occluded samples. In prac-
tice, we set the upper bound to 80% of the total sample size. When training
classification models using various data augmentation approaches, we closely
follow the experimental settings described in the paper [4, 3]. Specifically,
all images are preprocessed by dividing each pixel value by 255 and normal-
izing by the dataset statistics. We train 1800 epochs with cosine learning
rate decay for Shake-Shake [34] using SGD with Nesterov Momentum and
a learning rate of 0.01, a batch size of 256, 1e − 3 weight decay and cosine
learning rate decay. We train 300 epochs for all other networks using SGD
with Nesterov Momentum and a learning rate of 0.1, a batch size of 128, a
5e − 4 weight decay, and cosine learning rate decay. For a fair comparison,
all methods are implemented with the same training configurations.

4.2. Results on CIFAR-10 and CIFAR-100

In this section, we present an evaluation of AdvMask’s performance on
CIFAR-10 and CIFAR-100 datasets, usingWideResNet-28-10 (WRN-28-10) [35],
ShakeShake-26-32 (Shake-26-32)[34], and ResNet [36] architectures of varying
sizes, including ResNet-18, ResNet-44, and ResNet-50. We compare AdvM-
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including Cutout, HaS, GridMask, and Random Erasing, where GridMask is
a previous SOTA data augmentation method based on information deletion.
These augmentation methods are applied after the baseline augmentation,
which involves padding the image to 36 × 36, randomly cropping it into
32× 32, and horizontally flipping it with a probability of 50%. We find that
the parameters of AdvMask are related to the complexity of the dataset,
with larger masked regions preferred for more complex datasets. Therefore,
for CIFAR-10, we train using the range of square length l of [2, 15], the range
of mask ratio p of [0.2, 0.4], and overlapping ratio o of 0.1. For CIFAR-100,
the range of square length l of [5, 20], the range of mask ratio p of [0.06, 0.5],
and overlapping ratio o of 0.2.

Table 1 summarizes the test accuracy of various information deletion-
based data augmentation approaches as well as the baseline model on these
two datasets using a number of neural architectures. We can observe that
AdvMask outperforms other data augmentation approaches as well as the
baseline model consistently. For example, on CIFAR-10, AdvMask achieves
improvements on the baseline model’s performance of ResNet-18, ResNet-
44, ResNet-50, WRN-28-10 and ShakeShake-26-32 by 1.16%, 1.39%, 1.03%,
1.50%, and 2.12%, respectively. Similarly, on CIFAR-100, we have improved
the classification accuracy of ResNet44, WideResNet-28-10, and ShakeShake-
26-32 by 1.64%, 1.74%, and 3.31%, respectively. AdvMask also performs
better than the widely-used Cutout augmentation on ResNet-18, ResNet-44,
ResNet-50, and WRN-28-10, with the test accuracy improvements of 0.43%,
0.71%, 0.88%, and 0.1%, respectively. The superiority of AdvMask can be at-
tributed to its ability to hide classification-critical information, forcing mod-
els to learn other discriminative information, which is different from Cutout’s
random area removal approach. Therefore, AdvMask can achieve substantial
performance compared to these information deletion-based approaches.

Additional Comparisons on CIFAR-10 and CIFAR-100 We also
compare AdvMask with other data augmentation methods, including Mixup,
CutMix, AutoAugment, Fast AutoAugment, KeepAugment, and TrivialAug-
ment. To ensure a fair comparison of different approaches, we adopted the
parameter settings suggested by the original works and train all models using
a consistent setup [4, 3]. Inspired by [3, 37, 38], we conduct experiments
on CIFAR-10 and CIFAR-100 using various neural architectures by applying
our method after the operations of these methods.

Table 2 and Table 3 summarize the test accuracy for various approaches
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Mixup [14] 96.10 94.85 96.92
AdvMask-Mixup 96.79 +0.69 95.08 +0.23 97.21 +0.29

CutMix [15] 96.64 93.96 96.93
AdvMask-CutMix 96.81 +0.17 95.08 +1.12 97.14 +0.21

AutoAugment [8] 96.07 * 95.01 97.01 *
AdvMask-AA 96.69 +0.62 96.30 +1.29 97.59 +0.58

Fast-AutoAugment [9] 95.99 93.80 96.81
AdvMask-FAA 96.52 +0.53 95.42 +1.62 97.52 +0.71

TrivialAugment [16] 96.28 95.00 97.18
AdvMask-TA 96.58 +0.30 95.30 +0.30 97.55 +0.37

KeepCutout [6] 96.10 * 95.35 97.30 *
KeepAutoAugment [6] 96.37 95.46 97.30 *

Table 2: Test accuracy(%) on CIFAR-10 using various models architectures. * means
results reported in other papers. AA: AutoAugment. FAA: Fast-AutoAugment. TA:
TrivialAugment.

on CIFAR-10 and CIFAR-100, respectively. As shown in Table 2, AdvMask
consistently achieves improvements in test accuracy. For instance, when in-
tegrated with AutoAugment, AdvMask leads to a 1.29% and 0.58% increase
in accuracy for ResNet-44 and WRN-28-10, respectively, compared to Au-
toAugment alone. This is because deletion-based data augmentation can
enhance the generalization capability of deep models by increasing the per-
ception field. AdvMask can yield further improvements when combined with
other non-deletion-based augmentation methods. Notably, the test accuracy
of AdvMask is still superior to that of KeepCutout, which preserves salient
information from being removed after the Cutout operation. This superior-
ity is attributable to the fine-grained control of AdvMask’s three parameters,
which facilitate a balance between the removal and preservation of areas. In
practice, the critical areas are seldom completely removed after augmenta-
tion, with critical information typically being partially removed. Therefore,
AdvMask can potentially preserve some critical areas from being influenced.
Table 3 presents the results on CIFAR-100. We find that AdvMask can also
improve test accuracy on CIFAR-100 in conjunction with other approaches.
For instance, when combined with AutoAugment, AdvMask can improve the
test accuracy of AutoAugment by 1.05%, 1.28%, and 0.8% on ResNet-44,
ResNet-50, and WRN-28-10, respectively. When combined with Mixup and
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Mixup [14] 73.25 82.46 83.00

AdvMask-Mixup 74.02 +0.77 83.93 +1.47 83.46 +0.46

CutMix [15] 73.97 81.34 82.67

AdvMask-CutMix 74.08 +0.11 81.60 +0.26 81.31 −1.36

AutoAugment [8] 76.36 81.34 82.21

AdvMask-AA 77.41 +1.05 82.62 +1.28 83.01 +0.80

Fast-AutoAugment [9] 76.04 79.08 79.95

AdvMask-FAA 76.27 +0.23 81.18 +2.10 81.45 +0.50

TrivialAugment [16] 76.80 81.34 82.75

AdvMask-TA 78.96 +2.16 81.29 −0.05 83.19 +0.44

KeepCutout [6] 76.29 78.90 77.52

KeepAutoAugment [6] 77.62 81.25 79.81

Table 3: Test accuracy(%) on CIFAR-100 using various models architectures. AA: Au-
toAugment. FAA:Fast-AutoAugment. TA: TrivialAugment.

TrivialAugment, AdvMask can achieve the best accuracy on various neural
architectures. Lastly, these results demonstrate that AdvMask is a flexible
and effective method that can be integrated with other data augmentation
techniques to further improve their performance.

4.3. Results on Tiny ImageNet

On the Tiny-ImageNet dataset, we perform experiments to evaluate the
effectiveness and stability of various data augmentation approaches based on
the accuracy of ResNet-18, ResNet-50, and Wide-ResNet-50-2 [35] models.
We resize the images to 64 × 64, initialize the models with ImageNet pre-
trained weight, and fine-tune them on Tiny-ImageNet for some epochs. In
order to reflect the improvements of the classification accuracy brought by
different augmentation approaches over the baseline, in Figure 3, we present
the relative accuracy improvements of various data augmentation methods,
as well as the error interval of each method. All experiments are conducted
across five independent random trials. The baseline accuracies for ResNet-
18, ResNet-50 and Wide-ResNet-50-2 [35] are 61.38%, 73.61% and 81.55%,
respectively. As illustrated in Figure 3, the average accuracy of all data aug-
mentation methods is better than that of the baseline. Notably, among all
data augmentation methods, AdvMask achieves the highest improvements
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Figure 3: Relative classification accuracy compared with baseline on ResNet-18, ResNet-
50, and WideResNet-50-2 for Tiny-ImageNet.

in accuracy using these deep models. Specifically, on ResNet-18, ResNet-50,
and WideResNet-50-2, AdvMask improves the accuracy by 3.91%, 6.57%,
and 1.30%, respectively. Notably, AdvMask also obtains the smallest error
interval among all approaches, indicating its stability and effectiveness. Fur-
thermore, different from others, the worst-case performance of AdvMask is
still much higher than that of the baseline, highlighting the effectiveness of
AdvMask. Especially on WRN-50-2, the worst-case accuracy of other meth-
ods is lower than the baseline, while the performance of AdvMask is stable
at a relatively high level. In conclusion, AdvMask is a reliable and efficient
data augmentation method for enhancing model performance.

Additional Comparisons on Tiny-ImageNet We also evaluate the
efficacy of AdvMask in conjunction with other data augmentation techniques
and present the improvements in the test accuracy in Figure 4. Meanwhile,
the test accuracy of the original methods without AdvMask is presented in
Table 4. It can be observed that AdvMask can consistently enhance the
performance of various neural architectures on Tiny-ImageNet when used in
combination with other augmentation methods. Notably, AdvMask achieves
the highest test accuracy among all tested methods when combined with Fast-
AutoAugment and TrivialAugment. While AdvMask only provides slight
improvements in several cases, it consistently performs well in most cases
and surpasses all other deletion-based methods. In conclusion, these findings
underscore the practical and effective nature of AdvMask as a promising
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tasks.
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Figure 4: Relative classification accuracy of ResNet-18, ResNet-50, and WideResNet-50-2
models on Tiny-ImageNet when compared to original data augmentation methods. The
black dashed plot represents the accuracy gap of the original methods (e.g., Mixup, etc.)
with the average set at zero, while the colored plot is the accuracy gap of AdvMask-*.
CM: CutMix.

Method ResNet-18 ResNet-50 WRN-50-2

Mixup [14] 64.87 75.33 78.58
CutMix [15] 64.30 76.22 81.18
AutoAugment [8] 67.28 75.29 79.99
Fast-AutoAugment [9] 68.15 75.11 82.90
TrivialAugment [16] 69.97 79.23 82.16

Table 4: Test accuracy(%) on Tiny-ImageNet using various models architectures. AA:
AutoAugment. FAA:Fast-AutoAugment. TA:Fast-AutoAugment.

4.4. Results on Oxford Flower Classification Dataset

This section aims to visually demonstrate the efficacy of AdvMask on
the Oxford Flower Classification Dataset by utilizing class activation map-
ping (CAM) visualization. CAM visualization can identify the discriminative
regions used by a classification model and provide visual explanations for
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Figure 5: Class activation mapping (CAM) for ResNet-50 model trained on, with baseline
augmentation, Cutout, GridMask, Random Erasing (RE), or our AdvMask. The models
trained with AdvMask are inclined to focus on large important regions and cover a larger
area of the object of interest.

models’ performance [39]. Therefore, we visualize the CAM of the Oxford
Flower dataset generated by the ResNet-50 model trained with various in-
formation deletion-based data augmentation approaches to further compare
the performance of these models.

Firstly, Table 5 summarizes the test accuracy of these methods, and we
observe that AdvMask outperforms other approaches by a significant margin
consistently. Specifically, AdvMask outperforms the performance of Cutout
by 3.04%, HaS by 7.45%, RandomErasing by 3.14%, and GridMask by 1.38%.
At the same time, Figure 5 illustrates the CAM results of models trained with
different methods. We can observe that the model trained with AdvMask
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Accuracy (%) 80.20 88.53 84.12 88.43 90.19 91.57

Table 5: Image classification accuracy on Oxford Flower Classification Dataset.

is more inclined to locate and highlight the most relevant parts of the main
objects, while the background is almost ignored. Both statistical and vi-
sual results suggest that successful data augmentation helps models focus on
the most discriminative and salient areas in the images, thus can improve
their generalization ability. For instance, in the second column of Figure 5,
the baseline model’s regions of interest cover only part of the main object
(e.g., flower) and contain some irrelevant background information, indicating
an overfitting problem. However, in the last column, the AdvMask’s region
of interest covers almost the entire flower while ignoring much of the back-
ground, indicating improved generalization ability. To summarize, statistical
and visual experiment results demonstrate that AdvMask can improve deep
models’ generalization ability by forcing them to focus on the discriminative
and salient areas of images.

4.5. Comparison of Training Efficiency
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Figure 6: Training efficiency on CIFAR-10 using ResNet-18. CM: CutMix. RE: Random
Erasing. AA: AutoAugment. FAA: Fast-AutoAugment.

Since data augmentation is solely applied to training data during the
training phase, using the same deep model, different data augmentation ap-
proaches obtain the same test consumption time. Therefore, in this section,
we provide additional training cost comparisons on the CIFAR-10 dataset
using ResNet-18 architecture to compare the efficiency of various data aug-
mentation methods.
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Figure 7: Curves of test errors on CIFAR-10 with ResNet-18.

All experiments are conducted on 2 NVIDIA RTX2080TI GPUs with
batch size 128 and 8 parallel workers. The experiments are repeated across
three independent random trials. The average per epoch time costs and
the number of epochs for convergence are reported in Figure 6(a) and Fig-
ure 6(b), respectively. To ensure fairness, in Figure 6(a), we apply AdvMask
augmentation to all images in every epoch during training instead of us-
ing the incremental generative strategy. It can be observed that although
the training time computation of AdvMask is not the lowest, it achieves
competitive time costs compared to other data augmentation approaches.
Furthermore, the training epochs used by AdvMask to achieve the best are
the lowest among various data augmentation approaches, demonstrating that
AdvMask enhances the learning process and facilitates the model’s ability to
generalize better.

To more clearly present the dynamic evolution of test errors throughout
the training process, we train ResNet-18 models on CIFAR-10 using a multi-
step learning rate decay schedule. The learning rate is initialized as 0.1 and
multiplied by 0.2 at epochs 60, 120, 160, 220, and 280. It is worth noting
that all other experimental settings remained unchanged. Figure 7 illustrates
the test error curves obtained from employing various information deletion-
based methods. It is clear that AdvMask achieves a significant improvement
after the third learning rate drop and shows even better performance after
the fourth drop. Therefore, AdvMask enables models to learn robust and
discriminative features more efficiently.
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5.1. Attack Success Rate of Sparse Adversarial Attack Module

Threshold Method ASR(%) l0 l2 l∞

JSMA 78.9 440.8 0.611 0.031
PGD-l0 + l∞ 73.9 1199.7 1.078 0.031

ϵ = 8/255 GreedyFool 100.0 468.2 0.547 0.031
C&W-l0 100.0 326.6 0.542 0.068
SAPF 100.0 321.8 0.523 0.085
Ours 100.0 320.1 0.532 0.031

JSMA 97.3 247.7 0.896 0.063
PGD-l0 + l∞ 72.8 498.0 1.390 0.063

ϵ = 16/255 GreedyFool 100.0 238.3 0.707 0.063
C&W-l0 100.0 136.7 0.691 0.118
SAPF 100.0 133.7 0.718 0.159
Ours 100.0 131.3 0.689 0.063

Table 6: Results of targeted sparse adversarial attack on CIFAR-10.

We present an evaluation of our adversarial attack module using attack
success rate (ASR) and different lp-norms (p = 0, 2,∞) to assess its overall
performance. The ASR measures the proportion of misclassified adversarial
samples in all samples. ℓ0-norm indicates the number of non-zero elements,
with a lower value indicating fewer perturbed pixels. ℓ2 measures the dis-
tance between the adversarial image and the original clean image. ℓ∞ rep-
resents the maximum value of the perturbation magnitude, with a higher
value indicating a greater pixel change. To demonstrate the effectiveness of
our proposed sparse adversarial attack module, we compare it with several
SOTA sparse adversarial attack methods, including JSMA, C&W-ℓ0, PGD-
ℓ0 + ℓ∞, GreedyFool, and SAPF. The average ℓp norm and ASR under two ϵ
settings are shown in Table 6, and ϵ is the maximum perturbation magnitude.
Under both ϵ settings, we can achieve 100% ASR, while the ℓ0 and ℓ∞ are
the lowest, indicating that the number of perturbed pixels and the maximum
value of the perturbation magnitude are both the least. Therefore, we have
proved the effectiveness of our proposed sparse adversarial attack module for
identifying the most classification-critical points.

5.2. Effect of the Adversarial Attack Points

To examine the significance of adversarial attack points, we employ three
distinct point selection strategies: 1) random points (RP), where the points
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Baseline 95.28 94.12
Random Points 95.66 95.61
Corner Points 95.11 95.41
Salient Points 95.78 95.77
AdvMask 96.23 96.69

Table 7: Accuracy (%) with different points selection strategies on CIFAR-10 using both
ResNet-18 and ResNet-50.

are selected randomly; 2) corner points (CP), where the key points are deter-
mined using conventional corner detection; and 3) salient points (SP), where
key points are selected from the saliency map [40]. The data augmentation
module remains unaltered.

As indicated in Table 7, all point selection strategies can enhance the
classification accuracy over the baseline. However, our proposed approach
outperforms the others significantly on both ResNet-18 and ResNet-50. In
particular, on ResNet-50, the accuracy of AdvMask is 0.92%, 1.08%, and
1.28% higher than that of SP, RP, and CP, respectively. The results show that
conventional key point selection algorithms are inadequate for pinpointing
classification-critical areas in images, thus, are not helpful for downstream
data augmentation operations. Therefore, we experimentally demonstrate
the efficacy of the proposed adversarial attack points. Although obtaining
adversarial attack points for images inevitably introduces additional training
costs, utilizing our carefully devised sparse adversarial attack module can
maximize efficiency while obtaining satisfactory performance. Lastly, we
will open-source experimental results of adversarial attack points for several
datasets soon so that researchers and practitioners can use and build upon
our work to achieve further improvements.

5.3. Effect of Data Augmentation Module

To validate the efficacy of our data augmentation module, we conducted
experiments using attack masks as augmentation masks, where the masked
points are all adversarial attack points with 1 × 1 square. Table 8 presents
the accuracy, and we can see that the accuracy of using attack masks is much
lower than that of our method. The accuracy of using attack masks is even
worse than the baseline on ResNet-18. This is because the masked regions are
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AAPM 92.96 94.52
Baseline 95.28 94.12
AdvMask 96.23 96.69

Table 8: Test accuracy on CIFAR-10 on ResNet-18 and ResNet-50. AAPM: adversarial
attack point mask.

so small and thus bring noises into images. Influenced by the noise, the clas-
sifier misclassifies much more samples, leading to this side effect. Differently,
our data augmentation module effectively leverages structured deletion on
these adversarial attack points to simulate situations where the key informa-
tion used for classification is partly lost. Therefore, we demonstrate that the
data augmentation module can enhance the generalization and robustness of
deep models.
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Figure 8: The effect of parameters of AdvMask on the test accuracy.
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To investigate the effect of AdvMask’s parameters on the model’s per-
formance, we conduct experiments on CIFAR-100 with varying parameter
settings.

Parameter l. We set up eight disjoint intervals for the length of the mask
square, denoted as l. As shown in Figure 8(a), there is a trend of initially
increasing and then decreasing accuracy with increasing l. When l is too
small or too large, the classification accuracy tends to decrease, especially
when l is too large. This is because when the mask is too large, it is more
likely to cover the entire object of interest, leading to undesirable side effects
on the classifier. Therefore, the maximum value of l should be limited, and
the variety of l is beneficial to improve the overall performance of AdvMask.

Parameter p. By adjusting the value of p, AdvMask controls the total masked
areas to avoid being too small or too large. In particular, we set five intervals
for p with length 20% from 0 to 100%. As revealed in Figure 8(b), when p is
relatively small, the difference in accuracy is not noticeable. However, when
p is further increased, accuracy drops drastically, with the lowest accuracy
obtained when p is at its maximum value. The classification accuracy varies
by up to 1.53%. This is because a too-large masked area would damage the
classifier’s performance by masking most of the image.

Parameter o. To maintain the structured information of images, the deletion
of contiguous regions in a single image is avoided by controlling the parameter
o. As illustrated in Figure 8(c), under the control of both l and p, the
influence of o is insignificant. It is observed that the accuracy is relatively
higher when the overlapping ratio is below 20%. However, increasing the
value of o leads to a decrease in accuracy, with a maximum drop of 0.39%.
Smaller values of o are preferred to preserve structured information and avoid
the complete removal or reservation of the main object.

Parameter Settings. In general, parameters l, p, and o can be easily set based
on the statistics of the dataset. Typically, the maximal value of p is set no
larger than 50% to ensure that the deleted regions are not too large. The
interval for l is determined by lmin and lmax. Because dropping a tiny region is
useless for the convolution operation, lmin should not be lower than 2, usually
in [2, 5]. Under the constraint of p ≤ 50%, the maximum value of l should not
exceed 65% of the image length; thus, the area of a single maximal dropping
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the influence of o is not significant when p and l are constrained. Therefore,
to facilitate experimentation, o is typically set to 20%.

6. Conclusion

In this paper, we propose AdvMask, a novel data augmentation method
for image classification. AdvMask first employs a sparse adversarial attack
module to identify critical points in images and randomly occludes structured
regions based on these key points in each iteration. In addition, AdvMask
can be used alone or in conjunction with other data augmentation methods.
AdvMask reduces the sensitivity of deep models to occlusion and effectively
enhances the generalization ability of models by forcing models to focus more
on less sensitive areas with important features. Extensive experiments have
proven that AdvMask improves deep model performance significantly and
consistently outperforms other data augmentation approaches.

Besides strengths, the limitations of our method should also be men-
tioned. Firstly, while adversarial attack points effectively capture critical
information in images, obtaining the adversarial attack points inevitably in-
troduces additional training costs. Secondly, although we have provided
parameter-setting suggestions for AdvMask, determining the optimal values
remains a challenge.

In the future, several extensions and improvements can be explored.
Firstly, to mitigate the computational costs associated with the sparse ad-
versarial attack module, the adoption of our carefully devised sparse ad-
versarial attack module can minimize the costs while obtaining satisfactory
performance. Moreover, Moreover, future research may focus on developing
a fast algorithm for estimating adversarial attack points, further enhancing
the efficiency of our method. Secondly, given the involvement of multiple
parameters in AdvMask, it is worthwhile to investigate whether the opti-
mal parameter values can be learned. Similar to the approach employed in
Fast-AutoAugment [9], we can employ a search strategy to determine the
AdvMask policies with optimal parameter values. Lastly, the application
of AdvMask to other computer vision tasks, such as object detection and
semantic segmentation, holds promise for future research.

In conclusion, the proposed AdvMask method demonstrates significant
improvements in deep model performance for image classification. We hope
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augmentation methods.
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