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Abstract
Adversarial examples demonstrate the vulnerability of white-box models but exhibit weak transferability to black-box

models. In image processing, each adversarial example usually consists of original image and disturbance. The distur-

bances are essential for the adversarial examples, determining the attack success rate on black-box models. To improve the

transferability, we propose a new white-box attack method called separable positive and negative disturbance (SPND).

SPND optimizes the positive and negative perturbations instead of the adversarial examples. SPND also smooths the search

space by replacing constrained disturbances with unconstrained variables, which improves the success rate of attacking the

black-box model. Our method outperforms the other attack methods in the MNIST and CIFAR10 datasets. In the ImageNet

dataset, the black-box attack success rate of SPND exceeds the optimal CW method by nearly ten percentage points under

the perturbation of L1 ¼ 0:3.

Keywords Adversarial examples � Transferability � Black-box attack

1 Introduction

Adversarial examples deceive the neural network to predict

the incorrect outputs by adding little malicious perturba-

tions to the original inputs [8]. Network models are sur-

prisingly susceptible to adversarial examples, which

seriously hinders the development of deep neural networks.

The vulnerability of neural networks spurs the research of

adversarial samples. Attack methods aim at generating

adversarial examples, which have been extensively studied

in the literature. There are roughly three different ways of

generating adversarial examples: (a) using the gradient of

the network [8, 13]; (b) using the optimization method [3];

and (c) using the generative adversarial network [15, 20].

Moreover, in the context of the disturbance, these methods

can be categorized according to the L0 distance [16], the L2
distance [14], and the L1 distance [29].

A white-box attack on the neural network means that the

model is exposed in public, including the framework and

the parameters. White-box attack methods can exploit the

details of model to generate adversarial examples. How-

ever, the model is unavailable to the attacker in realistic

scenarios, which is regarded as the black-box model.

Adversarial examples can be directly applied to attack the

black-box model. Transferability aims to evaluate the

ability of adversarial examples to deceive black-box

models. Most white-box attack methods neglect to evaluate

the transferability of adversarial examples. Wu et al. [24]

demonstrate that white-box attack methods have limited

transferability due to overfitting the employed model.
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Studying the performance of attack methods in black-box

models is a practical problem.

An intriguing property of deep neural networks is that

adversarial examples can be transferred between different

models whether they are homogeneous or heteroge-

neous [17]. It reveals that the transferability of adversarial

examples is ubiquitous across different models on the same

task. Recently, some researchers are concerned about

improving the transferability of adversarial examples. Xie

et al. [26] apply random transformations to the input

images to avoid gradient overfitting at each iteration. Dong

et al. [6] propose a translation-invariant attack method to

generate transferable adversarial examples. Li et al. [12]

exploit the transferability of regional homogeneity to attack

the black-box model. However, these works ignore quan-

titative studies on the transferability of black-box models

under the same constrained perturbations.

In this paper, we focus on the transferability of attack

methods based on the L1 distance. First, we verify the

discrepancies among different models on the same task.

Figure 1 shows that the pre-trained classifiers have differ-

ent distinguishing areas. This phenomenon limits the

transferability of adversarial examples for attack methods.

It also indicates that the disturbance should cover the whole

image for better transferability. Second, we analyse the

disturbances about attack methods. The perturbations are

determined by magnitude and direction. We evaluate the

perturbations with different constrained L1 distances. For

the same image, different attack methods can generate

different adversarial examples with distinct disturbances.

For adversarial examples, the larger the perturbation, the

higher the transferability. However, not all attack methods

can reach the upper and lower bounds of the L1 distance.

Moreover, the directions of the perturbation also affect the

transferability, even if the magnitudes are similar for

adversarial examples. We observe that a disturbance with

good transferability should have two characteristics under

the L1 distance. One is that when the constraints are sat-

isfied, the perturbation should be as large as possible in the

whole image region. The other is that the direction of the

disturbance is crucial for the misclassification of the

classifier. Based on the distribution space, we propose the

separable positive and negative disturbance method

(SPND) which overcomes the ‘‘box constraint‘‘ by opti-

mizing perturbation with unconstrained variables. SPND is

in line with the above observations when the constraints are

satisfied on the L1 distance. More experiments about

SPND are verified in Sect. 4. Our contributions are sum-

marized as follows:

• Considering of the L1 distance, we propose two

characteristics of the transferable disturbances. First,

when the constraints are satisfied, the perturbation

should be as large as possible. Second, the direction of

the disturbance is crucial for transferability.

• Based on those hypothesis, we propose a SPND method

that overcomes the ‘‘box constraint’’ on the L1
distance.

• Compared with state-of-the-art methods, SPND demon-

strates superior transferability of adversarial examples

for black-box attacks. The disturbances generated by

SPND are consistent with our hypothesis.

2 Problem and attack methods

First of all, we give a unified formula for searching the

appropriate disturbance under the L1 distance. Then, we

discuss some advanced attack methods as benchmarks.

2.1 Definition of the problem

Considering the image classification task, we denote the

image as x 2 RN�M and the label of the image as

y 2 f0; 1; :::;K � 1g, where N and M represent the size of

the image, and K is the number of categories. Some neural

network models in which fw represents a white-box model

and fb represents a black-box model are pre-trained on the

same dataset.

The correct predicted fwðxÞ and fbðxÞ should be the same

as the image label y. However, if a small malicious dis-

turbance d is added to x, the output of the model fwðxÞ will

(a) The scope image (b) Vgg19 (c) Resnet50 (d) Densenet121

Fig. 1 Demonstration of the different discriminative regions of the classifier models
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be different from the expected one, i.e. fwðxþ dÞ 6¼ y. The

attack method aims to find malicious perturbations on the

white-box model, which can be formalized as:

dadv ¼ argmax
d

ð‘ðfwðxþ dÞ; yÞÞ; s:t: k d k1 � � ð1Þ

where ‘ denotes the loss of model fw and � represents the

upper bound of the disturbance. We denote an adversarial

example as xadv ¼ xþ dadv for the model fw.

We evaluate the transferability of adversarial samples on

the black-box model. For the image dataset X, each

adversarial sample ðxi; yiÞ is generated by (1). The accu-

racy of the attack method in the black-box model is defined

as follows,

Accðfb; fw;XÞ ¼
1

m
Rxi2XIðfbðxi;adv ¼ yiÞÞ; ð2Þ

where m is the size of X and xi;adv is the adversarial

example of xi by attacking the fw. Lower accuracy means

that the adversarial examples are more transferable. In this

paper, we solve the constraint problem in (1) and evaluate

attack methods about the transferability of adversarial

examples in (2).

2.2 Attack methods

A series of attack methods have been proposed from dif-

ferent aspects [2]. However, each method has its own

applicable scopes and conditions. It is difficult to quantify

the advantages and disadvantages of attack methods under

the same metrics. In the following, we focus on the relevant

algorithms to solve the problem in (1).

The fast gradient sign method (FGSM) [8] generates

adversarial examples by exploiting the gradients of the

original input on the white-box model. This method obtains

adversarial examples with only one operation step as

follows:

xadv ¼ clipa xþ � � Signðrxð‘ðfwðxÞ; yÞÞÞð Þ ð3Þ

where clipaðxÞ is to limit the range of x, i.e. the range of

inputs is [0, 1] after normalization. The perturbation d ¼
� � Signðrxð‘ðfwðxÞ; yÞÞÞ satisfies the restriction of the L1
distance. FGSM is often used as a benchmark for com-

paring attack methods.

As a variant of FGSM, projected gradient descent (PGD)

indicates a more aggressive attack method with iterative

optimization on white-box models. The iterative process

can be expressed as

x0 ¼ clipa xt þ a � Signðrxtð‘ðfwðxtÞ; yÞÞÞð Þ ð4Þ

and xtþ1 ¼ clipbðx0Þ, where x0 ¼ x, a is the step size and

clipbðxÞ limits the interference to the L1 distance. After

iterating k rounds, the final adversarial example and dis-

turbance are obtained as xk and d ¼ xk � x, respectively.

Compared to FGSM, PGD can generate more aggressive

adversarial examples for the white-box models. However,

when exploiting the transferability of the adversarial sam-

ples, there is a non-negligible gap, even lower than FGSM

due to overfitting.

Momentum-based iterative method (MIM) [5] won first

place in both non-target adversarial attack and target

adversarial attack competitions. In this competition, the

adversarial examples are generated by attacking a white-

box model and evaluated on a black-box model. MIM is

committed to improving the transferability of adversarial

examples for the white-box attack. FGSM and PGD only

use the current gradient of the input, but MIM takes

advantage of the accumulated gradients. The update pro-

cess can be expressed as

gt ¼ l � gt�1 þrxt ð‘ðfwðxtÞ; yÞÞ ð5Þ

where gt is the accumulated gradient and l is a decay rate.

The adversarial example xadv is iteratively constructed as

xtþ1 ¼ clipbðclipaðxt þ a � SignðgtÞÞÞ: ð6Þ

MIM can be regarded as a gradient descent method with

momentum on the input.

To achieve one-to-one mapping about adversarial

examples on the RGB space, the maximum perturbation of

each pixel needs to be limited individually on the nor-

malization space. For example, the values of pixels must be

restricted to the range [0,1] after normalization on the

MNIST dataset. The previous methods use the clipa and

clipb functions to satisfy such constraints. The Carlini and

Wagner attack method (CW) [3] introduces a new variable

z instead of optimizing disturbance d by setting

d ¼ 1

2
ðtanhðzÞ þ 1Þ � x: ð7Þ

Here, the disturbance z is unconstrained. The CW method

also trains z with a gradient ascending on the white-box

model. The original CW method is only applicable when

the input range is from 0 to 1. The CW method can solve

(1) by scaling and shifting the input.

Besides the above methods, Feature Importance-aware

Attack (FIA) [21] disrupts important object-aware features
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of intermediate layers. Zhang [28] introduce Just Notice-

able Difference (JND) as prior information into adversarial

attacks, making the insensitive modification to image.

According to the research on adversarial examples about

image, Wei [22] study adversarial examples in video

recognition. However, most of the research only focuses on

the adversarial example under specific conditions. There-

fore, those methods fail to generate adversarial samples to

solve the problem (1).

3 Separable positive and negative
disturbances method

The gradient-based optimization approaches need to deal

with the ‘‘box constraint‘‘ which is well known in the

optimization literature. According to (1), FGSM and PGD

use the clipa and clipb functions to satisfy those constraints.

Those clipping method causes the disappearance of the

gradient at the truncation [3]. To solve this problem, CW

introduces a new variable z instead of the image x. How-

ever, the above methods optimize the generated image

rather than perturbation.

In this section, we extend the CW method with the

positive and negative disturbances on normalized spaces.

As shown in Fig. 2, we optimize the positive and negative

disturbances instead of the generated image. The reason for

separating positive and negative disturbances is the

inconsistency of the upper and lower bounds of the

disturbances. The optimization is smoother in the pertur-

bation space than in the image space. We also use local

random sampling to accumulate gradients around the

image.

3.1 Positive and negative disturbances

According to the definition of the problem in Sect. 2.1, it is

challenging to directly optimize the disturbance under the

joint constraints of the L1 distance and the RGB space.

Inspired by the CW method, we propose the SPND method

which improves the transferability of adversarial examples

and narrows the gap between the white-box attack and the

black-box attack. First, we define a positive perturbation pp
and a negative perturbation pn. Considering the input and

the L1 distance limitations, pp and pn have the following

restrictions:

k xþ pp k1 � r; k pp k1 � �

k x� pn k1 � l; k pn k1 � �
ð8Þ

where the input xi is limited to [l, r] for the i-th pixel of x.

We denote l, r and � as the extensions of l, r and � with the

same size of x, respectively. We convert (8) to acquire the

upper bounds for pixels as:

0� pp � minðr� x; �Þ

0� pn � minðx� l; �Þ:
ð9Þ

Fig. 2 The overview of SPND
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For network models, directly optimizing pn and pp cannot

satisfy Eq. (9).

We denote bp as minðr� x; �Þ and bn as minðx� l; �Þ.
Then, we introduce additional variables zp and zn as

follows:

0� bp � SigmoidðzpÞ� bp

0� bn � SigmoidðznÞ� bn:
ð10Þ

The unrestricted zp and zn are optimized instead of the

restricted pp and pn. This approach eliminates the problem

of ‘‘box constraint’’ and makes the gradient descent

smooth. The adversarial sample can be calculated as

xt ¼ xþ bp � SigmoidðzptÞ � bn � SigmoidðzntÞ: ð11Þ

We also iteratively optimize the variables zp
t and zn

t as

zp
tþ1 ¼ zp

t þ a � rzp tð‘ðfwðxtÞ; yÞÞ

zn
tþ1 ¼ zn

t þ a � rzn tð‘ðfwðxtÞ; yÞÞ
ð12Þ

where x0 ¼ x, zp
0 and zn

0 are initialized randomly. In the

end, xT is assigned to xadv after iterating (12) for T rounds.

3.2 Local random sampling

SPND uses the SigmoidðÞ function instead of the clipðÞ
function. SPND can iteratively search the feasible space

more smoothly. However, in some researches [19, 25], they

point out that attacks based on iterative optimization tend

to overfit the white-box model. Iterative optimization

methods weaken the transferability of adversarial samples

to the black-box model. Therefore, we adopt local random

sampling (LRS) to improve the transferability for the

separated positive and negative disturbances method,

which is abbreviated as RSPND. While SPND focuses on

the gradient of a single sample x, RSPND exploits the

gradients of neighbouring samples around x to generate

more transferable perturbations. The gradient of local

random sampling is calculated as follows,

up
t ¼ 1

g

Xm

i¼1

rzp tð‘ðfwðxt þ riÞ; yÞÞ

un
t ¼ 1

g

Xm

i¼1

rzn tð‘ðfwðxt þ riÞ; yÞÞ
ð13Þ

where g is the group size of the sampling and ri is a small

random noise for the i-th sample. Then, we combine the

neighbouring gradients with the original gradients to

update the variables zp and zn as

zp
tþ1 ¼ zp

t þ bup
t þ a � rzp tð‘ðfwðxtÞ; yÞÞ

zn
tþ1 ¼ zn

t þ bun
t þ a � rzn tð‘ðfwðxtÞ; yÞÞ

ð14Þ

where b and a are the step size for updating the adjacent

and original gradients, respectively.

Algorithm 1 Separable Positive and Negative Disturbances Method

(SPND)

3.3 Access transferability

In this work, we not only care about the performance of

adversarial examples on the white-box model but also the

transferability on the black-box model. The attack method

employs the fw model to generate adversarial examples

which are directly migrated to attack the fb model.

According to the success rate of the black-box model, we

evaluate the transferability of adversarial examples for

different attack methods. For the image dataset X of size m,

we generate a corresponding adversarial sample xi;adv for

each xi, where ðxi; yiÞ 2 X. The transferability of the

adversarial examples on the black-box model can be

defined as follows:

Trðfb; fw;XÞ ¼ 1� Accðfb; fw;XÞ: ð15Þ
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Since the sum of Accð�Þ in (2) and Trð�Þ in (15) is equal to

1, we can compare Accð�Þ about the attack methods to

evaluate the transferability on the black-box model. In

summary, Algorithm 1 and Algorithm 2 show a brief

description of the SPND and RSPND methods,

respectively.

Algorithm 2 Separable Positive and Negative Disturbances Method

with Local Random Sampling (RSPND)

3.4 Overall disturbance

The overall disturbance d is the sum of the positive and

negative perturbations, which can be expressed as

d ¼ bp � SigmoidðzpÞ � bn � SigmoidðznÞ: ð16Þ

The unconstrained zp and zn are optimized iteratively

according to (12) and (14). Moreover, the direction of the

gradients is opposite for zp and zn. For each pixel xi;j
meaning the value of the i-th row and j-th column in the

image, the positive and negative gradients satisfy

o‘ðfwðxadvÞ; yÞ
ozpi;j

� o‘ðfwðxadvÞ; yÞ
ozni;j

� 0: ð17Þ

When zpi;j increases, the zni;j inevitably decreases and vice

versa.

It is impossible for zpi;j and zni;j to increase or decrease

simultaneously while the overall disturbance di;j remains

constant. The proof is by the chain rule of derivation. We

denote the ‘ðfwðxadvÞ; yÞ as L, the derivatives of zpi;j and zni;j
with respect to L are as follows,

oL

ozpi;j
¼ bpi;j � Sigmoidðzpi;jÞ

0 � oL
odi;j

oL

ozni;j
¼ �bni;j � Sigmoidðzni;jÞ

0 � oL
odi;j

ð18Þ

Since bpi;j � Sigmoidðzpi;jÞÞ
0

and bni;j � Sigmoidðzni;jÞ
0

are

positive, (17) is proved.

4 Experiment

In this section, we evaluate attack methods by attacking the

classification networks on the MNIST, CIFAR10 [11] and

ImageNet [4] datasets. First, different architecture net-

works have been pre-trained to achieve a fine classification

performance on their own datasets. Those models are

classified as the white-box models and black-box models.

Then, under the L1 distance, attack methods exploit those

white-box models to generate the adversarial examples. We

evaluate the transferability of those adversarial examples

when testing them on the black-box models. Our imple-

mentations are based on PyTorch [1].

Note that the perturbation settings in this paper are

different from most previous works. As shown in

Refs. [6, 12], they set the L1 ¼ 16=32 with the range

[0, 255] for each pixel in the RGB space. However, we

define the disturbance constraints in the regularization

space. We consider three reasons to evaluate the distur-

bances in the regularization space. Firstly, the adversarial

examples are actually evaluated in the regularization space,

even though the constraints of disturbance are defined in

the RGB space. Most pre-trained classifiers normalize

images before inputting them to the network. For example,

the normalization with mean ¼ ½0:485; 0:456; 0:406� and

std ¼ ½0:229; 0:224; 0:225� for channels is adopted to deal

with the original images in ImageNet. Secondly, the rela-

tive error is negligible when converting an image from the

regularization space to the RGB space. The regularization

space and RGB space are easily converted. Thirdly, we

analyse the directions and the distributions of disturbances

on the regularization space. We verify two hypotheses

about the transferability of the disturbance by analysing the

disturbances of attack methods. Therefore, this paper

focuses on the disturbance in the regularization space.

4.1 Experiment setup

Datasets According to (1) and (15), we apply attack

methods to generate adversarial samples on the white-box
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model and evaluate those samples on the black-box model.

The lower the classification accuracy in the black-box

model, the better the transferability of the adversarial

samples generated by the attack method. When evaluating

the classification accuracy with different L1 distances, we

choose to generate 3200 adversarial samples on MNIST,

5120 adversarial samples on CIFAR10 and 3200 adver-

sarial samples on ImageNet. These samples are all ran-

domly selected from their test datasets, respectively.

Pretrained models We pre-train the different architec-

ture models on MNIST and CIFAR10 datasets. Model

Mnists represents a classified network with two layers of

convolution for MNIST. Model Mnistb has six convolution

layers, which is deeper than the model Mnists. The

ResNet101c and DenseNet121c models are selected by [10]

on CIFAR10. Those models are also chosen in ImageNet.

For ImageNet dataset, we also test the pretrained models

like EfficientNetB0i [18] and ShuffleNetV1i [27], which are

built into the PyTorch. The models and datasets are sum-

marized in Table 1.

Attack methods The proposed SPND and RSPND are

compared with other methods, including FGSM, PGD and

MIM. We also test transferability by adding random noise

to the original image, which is called RAND. We scale the

optimization variables of CW to generate the adversarial

examples in regularization space [0, 1].

Parameter settings For non-iterative FGSM, the

adversarial samples are calculated according to (3). For

other iterative methods, we set the same update step size

a ¼ 0:005 and the number of iterations T ¼ 200. The

hyperparameters of the PGD, MIM, and SPND are set to

the same and the default parameters are used in multiple

datasets. For RSPND, we set the default sample size g ¼ 2,

a ¼ 1 and b ¼ 1 in Algorithm 2. Considering the L1 dis-

tances, we take five points at equal intervals from 0 to 0.4.

In the regularization space, 0.1 represents 25 perturbations

in the RGB space for MNIST. For CIFAR10 and

ImageNet, 0.1 roughly represents 5 perturbations in the

RGB space.

4.2 Performances

Under the constraints of different disturbances, the success

rates of white-box attack and black-box attack are evalu-

ated for attack methods. Figure 3 demonstrates the results

of attack methods on the classification networks. The

white-box models are Mnists, ResNet101c and ResNet101i
and the black-box models are Mnistb, DenseNet121c and

DenseNet121i. From Fig. 3, we can draw the following

conclusions. First, for adversarial sample, the attack suc-

cess rates are quite different in the white-box model and the

black-box model. When the adversarial samples are

transferred to the black-box model, the attack success rate

drops sharply. Those adversarial examples generated by

attack methods are still more deceptive than RAND due to

the transferability. Second, for attack methods, the per-

formance of SPND is comparable to other methods (such

as PGD, MIM) on white-box attacks, but outperforms those

methods on black-box attacks. Third, for pre-trained

models, the models on MNIST are more robust than the

models on CIFAR10 and ImageNet. As shown in Fig. 3a

and d, the black-box model is able to withstand the

adversarial examples with the 25/256 perturbations in the

RGB space of MNIST dataset.

As shown in Table 2, we investigate the performances

of attack methods on different architecture models. Den-

seNet, EfficientNet and ShuffleNet represent the

DenseNet121i, EfficientNetB0i and ShuffleNetV1i, respec-

tively. Adversarial examples generated by SPND and

RSPND have superior transferability in the black-box

models. As different architecture models have regional

homogeneity in Li et al. [12], the adversarial examples are

robust to black-box models.

4.3 Ablation experiments and Hyperparameters
analysis

The influence of LRS In some studies [19, 23], local

random samples have been proposed to improve the

transferability of attack methods, e.g. PGD. However, we

find that RSPND has two main drawbacks as a simple

ensemble method for SPND. We evaluate the LRS in terms

of the performance and speed. First, the above experiments

demonstrate that LRS can improve the transferability of

adversarial examples when comparing SPND and RSPND

with the group size g ¼ 2. Furthermore, we investigate the

group size for RSPND in Table 3. A larger group size does

not lead to more transferability for adversarial examples.

Second, the running speed of RSPND is linearly related to

the size of the local random sample. As shown in Table 4,

Table 1 The accuracy of pre-trained models on datasets

Dataset Size Model Accuracy(%)

MNIST 3200 Mnists 98.72

Mnistb 98.62

CIFAR10 5120 ResNet101c 91.79

DenseNet121c 91.99

ImageNet 3200 ResNet101i 75.50

DenseNet121i 75.00

EfficientNetB0i 77.25

ShuffleNetV1i 73.75

Neural Computing and Applications

123



the speed of SPND is similar to other methods. The cost of

RSPND with the group size g ¼ 2 is almost twice that of

SPND. Therefore, LRS only brings limited improvement

with the group size g ¼ 2 or g ¼ 3.

The analysis of perturbations The main differences

among these attack methods lie in the directions of per-

turbations. SPND overcomes the ‘‘box constraint‘‘ which

hinders optimizing the perturbation. In Fig. 4, we draw the

distributions of those perturbations. SPND tends to push

each pixel to the constraint boundary. The bigger pertur-

bations on the entire image are vital to the transferability of

adversarial examples as the heat-maps are different for

models in Fig. 1.

Then, we investigate the directions of the generated

perturbations for attack methods. In Fig. 5, with the dis-

tance L1 = 0.2, we choose a sample in which all methods

fail to generate a valid adversarial sample. Following the

settings in Fig. 3, the adversarial sample is generated by

Fig. 3 A series of attack methods are evaluated at different L1 distances. The first row indicates that the adversarial samples are generated and

evaluated on the white-box models. The second row represents that the adversarial samples are applied to the black-box models

Table 2 The accuracy (%) of the black-box models with the L1 ¼
0:3 distance on ImageNet

Models DenseNet EfficientNet ShuffleNet

FGSM 37.03 39.47 33.75

PGD 49.00 53.22 45.25

MIM 26.97 27.00 24.94

CW 33.66 37.50 30.36

SPND 16.28 18.56 14.50

RSPND 13.66 15.88 11.78

Bold values indicate the optimal result on each indicator

Table 3 The accuracy (%) of the black-box DenseNet121c with

various sampling sizes and L1 distances of RSPND attack

Size � ¼ 0:1 � ¼ 0:2 � ¼ 0:3 � ¼ 0:4

1 41.01 14.25 5.85 6.25

2 32.81 13.28 5.46 3.32

3 36.81 14.68 6.44 6.44

4 35.54 13.28 9.37 5.42

Bold values indicate the optimal result on each indicator

Table 4 The average time (s) of generating one adversarial example

for attack methods

Model PGD MIM CW SPND RSPND

Mnistb 0.01 0.01 0.01 0.01 0.02

DenseNetc 0.78 0.80 0.79 0.78 0.19

DenseNeti 1.06 1.05 1.05 1.06 2.08
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attacking the white-box model ResNet101i. We normalize

the perturbation to acquire the direction. We evaluate those

directions on the black-box model ResNet121i. We con-

struct the adversarial samples along the perturbation

direction and its orthogonal direction. We colour the pre-

dicted labels of those adversarial examples in the orienta-

tion plane. These visualizations are called church window

plots [9]. The centre of each figure is the correct classifi-

cation result for the original image. The directions of dis-

turbance about SPND are closer to the classification

boundaries of models. Therefore, the adversarial examples

generated by SPND have better transferability in terms of

the magnitude and direction of perturbations.

4.4 Discussion and visualization

Adversarial training with SPND To defence the attack

methods, adversarial training is an effective way to resist

the adversarial samples [13]. We replace PGD with SPND

to generate adversarial samples for adversarial training. On

the L1 ¼ 0:3 distance, we train the model with the original

image and adversarial samples. We evaluate the model as

the black-box model. First, Table 4 demonstrates the speed

of generating adversarial examples for attack methods. The

generating speed of SPND ensures the effectiveness of

adversarial training. Then, in Table 5, we finetune the same

model Mnistb with PGD and SPND adversarial training

methods for 10 epochs. Other attack methods generate new

adversarial examples by attacking the white-box model

Mnists. Table 5 shows the accuracy of those adversarial

examples for the defence model Mnistb. SPND improves

the model’s resistance to other unknown attack methods by

adversarial training.

Visualization of adversarial samples Fig. 6 visualizes

some adversarial samples on related datasets. The pertur-

bation is negligible with the L1 ¼ 0:2 distance, while the

perturbation is likely noticed under the L1 ¼ 0:3 distance.

To improve the transferability of adversarial examples,

Fig. 4 Under the L1 ¼ 0:4 constraint, the distributions of the L2 distances are shown with attack methods on DenseNet121i model. The L2
distances are calculated for each pixel between original and adversarial images on 16 samples

Fig. 5 Church window plots [9] are generated on the black-box model

ResNet121i with attack methods. The colours indicate the classes. The

centre of each plot is the same original image x. At coordinate (h, v)
within the plot, each pixel indicates the class output by

fbðxþ hu1 þ vu2Þ, where u1 and u2 are orthogonal unit vectors that

span a 2-D subspace of Rd . The x-axis represents the distance

following the direction of u1 disturbance, and the y-axis represents the
distance following the direction of u2 disturbance. In each figure, u1 is
the normalized direction following the disturbance vector defined by

the attack methods, while u2 is a direction chosen uniformly at

random among those orthogonal to u1

Table 5 The accuracy (%) of the model Mnistb finetuning by

adversarial training on the L1 ¼ 0:3 distance

Methods FGSM PGD MIM CW SPND

PGD 96.38 85.28 84.14 83.17 81.61

SPND 97.03 79.79 85.35 87.54 90.69
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appropriately increasing the intensity of perturbation is an

effective method. Although adversarial samples with large

perturbations are recognized by humans, the model cannot

distinguish maliciously tampered samples. Adversarial

training can improve the robustness of the model with

small perturbations. For adversarial examples with large

perturbations, detecting malicious inputs is an effective

method to protect the model. Drenkow et al. [7] present a

defence technique to distinguish the clean and adversarial

examples across a set of subspaces by random projections.

Visualization of positive and negative disturbances It

is necessary to study the disturbance of SPND in details.

Figure 7 shows the positive and negative disturbance about

an adversarial image. As shown in Fig. 7c and d, positive

and negative disturbances are mutually exclusive about

adversarial examples, which also are proved in Eq. (17).

The positive and negative disturbances are not limited to

the area of heat map, but are distributed within the whole

image.

(a) The samples on MNIST, ε = 0.2 (b) The samples on MNIST, ε = 0.3

(c) The samples on CIFAR10, ε = 0.2 (d) The sample on CIFAR10, ε = 0.3

(e) The samples on ImageNet, ε = 0.2

(f) The samples on ImageNet, ε = 0.3

Fig. 6 Adversarial samples generated by SPND are visualized under the L1 ¼ 0:2 and 0.3 distances on various datasets
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5 Conclusion

In this work, we quantitatively evaluate the attack methods

on white-box models and compare the transferability of

adversarial samples on black-box models. Within the L1
distance, the direction and magnitude of disturbances

determine the transferability of adversarial examples. To

find the robust disturbances, we propose the SPND and

RSPND methods on the perturbation space. Our methods

improve the transferability of adversarial samples on black-

box models while maintaining a high attack success rate on

white-box models. Compared with other attack methods,

SPND verifies the hypothesis of robust disturbances. In the

future, our attack methods can be used as a benchmark for

evaluating the robustness of models. Our method can be

extended to perturbation analysis under different con-

strained distances. Furthermore, how to effectively defend

against the SPND and RSPND attacks is the next step of

research.
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