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n SESEANEERREEY, 3 " IEBEANEUSEANESYE, HEE
R AR BRI R BB,

0o Sz BBk mask I Sz N ZBEE B mask
o Asanedat et fongradiogt

a batch of activation tensors:
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F& 3-2: ImageNet b A6 s KHEhIE B T AR BB LS R

B EHEERE R EED SBEKKR)N, HENEXKR.

Threshold Method ASR(%) Iy Iy I [
I-FGSM 1000 240118.5 4744.600 10595 0031 M {REF100%BEHEREINZEATT;
I-FGSM* 100.0  10592.4 273389 2.705 0.031 N i
B FEGENEAYIIRER L EEAT ((RIELR)
¢ =8/255 PGD 100.0 2419812 4775.905 10.629 0.031 o
PGD* 100.0  8340.8 229587 2513 0.031 - et
MI-FGSM 100.0 2543258 6610318 13.753 0.031 S r— ‘

MI-FGSM* 100.0 54429 164.851 2.183 0.031

I-FGSM 100.0 219698.3 2616.715 5.880 0.016
[-FGSM* 100.0 26547.7 351.169 2.187 0.016
e—4/255 PGD 100.0 221070.6 2624.191 5.885 0.016
PGD* 100.0 27758.1 372.702 2.261 0.016
MI-FGSM 100.0 248838.5 3566.601 7.303 0.016
MI-FGSM* 100.0 12900.6 198.117 1.696 0.016 :
Y RRLLE R R L B, 3R AutoAdversary HET IR BT H AN R D (e) MPiFE4A 3 (f) MHHFEA 3 1) mask (2) MHiFEA 4 (h) XHiFEA 4 1Y) mask

2022/6/6 12



5

A&

¢ 3-3: CIFAR-10 & ®Fsix b ooxs b CFilisk i o shi@m i )

|EFeEusnmRTRRE: Phxs

7< 3-4: CIFAR-10 L& ®WH A iBEE At (-l dtasmeE)

Threshold  Method ASR(%) A I l, 1,  Threshold Method ASR(%) lo l s
JSMA 965 3277 10212 0517 0.031 . _ oy %W 100.0 383.1 5.988 0.345 0.045
PGD-ly + I 748 14995 45825 1.193 0.031 AutoAdversary 100.0 119.3 5323 0467 0.045
€ = 8/255 - ' ' ' ' '
/ GreedyFool 100.0 4204 8.637 0429 0.031 0omg C&W-o 100.0 1942 5.036 0.406 0.070
e = LUy
AutoAdversary 100.0 173.3 5.412 0.393 0.031 AutoAdversary 100.0 78.6 5411 0587 0.070
JSMA 989 182.1 11.232 0.769 0.063 005n  SAPF 100.0 400.1 4.720 0.292 0.055
£ = LLUDD
16/2 PGD-lg + I 84.7 1199.7 71.782 2.104 0.063 AutoAdversary  100.0 98.9 5379 0.518 0.055
e = 16/2H5
£ =\l
AutoAdversary 1000 872 5396 0.555 0.063 AutoAdversary ~ 100.0  64.9 5585 0.668 0.088

B TR AKIEMBER, RIS AEREFEiE LER

B SEYRANNBER, BAIRNDERRIEER, eIl RBERMMaInRER.
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|EFpEugnmRTRE: ExE
BRRERRIFD, IR T AL EZFMERE W ELEE,

# 3-7: AutoAdversary # 1 HL R SLLE

Method ASR[%] En Il I-g fx
® Dense 100.0 2965.0 82.215 1.559 0.031
® Dense + Random 6.2 782.8 23.059 0.839 0.031
®© Dense + ;-0 00.5 24226 29.641 0.703 0.031
® Dense + [,-m + Binarization 98.4 256.8 7987 0478 0.031

® Dense + [,-m + Binarization + Encoder 100.0 173.3 5412 0.393 0.031
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WEETEEMER (Information Dropping) HIEH&REGEEE
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| - i '+ - I - = /
(a) Cutout (b) RandomEarsing (d) GridMask
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| EFREARENERGHIBIEE: XRER  wovens, o2
RS A L,
BRI S EIBURR=mask

Lce(f(x +§6 ©) m),yt) + Lclassify = OHT_I-:

lm||, Leassify = — Linie 1 RIPRBEIE S
L= —Le(fx+8Qm),y) +A—" - A
o L = max(LclaSSl.fy,n . Lclassify) + 2 5
[-0,0] HEER [0,1] N
o IMERAFORTESR, Bl
BEAGF01], RIETHEFE e
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|EFBRYRREHEREIEILE: WHhxi

F 4-1: CIFAR-10 _b- 57 F A [ 502 1 2 Jy 3= 75 30 () R 70 il =2 7% 4-2: CIFAR-100 L1 A A~ [R1H 4 1 5 773245 3 () B B e 22
Model Base Cutout RE HaS GridMask AdvMask Model Base Cutout RE HaS GridMask AdvMask
ResNet-18 0528 96.01 95.69 96.10 96.34 96.44 ResNet-18 77.54 78.04 7597 78.19 75.23 78.29
ResNet-44 9410 94.78 94.87 9497 95.02 95.49 ResNet-44 7480 7484 7571 75.82 76.07 76.44
ResNet-50 95.66 95.81 9582 9594 96.15 96.69 ResNet-50 77.41 78.62 77.79 7T78.76 78.38 78.99
WideResNet-28-10 95.52  96.92 96.92 96.94 97.23 97.03 WideResNet-28-10 7896 79.84 80.70 R80.22 80.40 80.70
ShakeShake-26-32 9490 96.96 96.46 96.89 96.91 97.02 ShakeShake-26-32 76.65 77.37 77.30 76.89 77.28 79.96

7% 4-3: Tiny-ImageNet | [ F A~ [m] S04 G 78 07 7575 B AU B HE R 22

Model Base Cutout RE HaS GndMask AdvMask

ResNet-18 62.00 63.59 6380 63.61 63.50 65.12 TZI_:%/I\E@FE*D%/I\%?TE%JL ?«%ﬂ‘]ﬁ'ﬂE%
[ = AR N[ M=

ResNet-50 7334  77.86 75.08 74.94 77.38 80.20 AdvMaskEAREEIE 7 m=ltadililiEE.

WideResNet-50-2  81.55 81.77 81.89 81.84 81.79 82.85
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F 4-4: CIFAR-10 |45 5% AdvMask {97 b < 55

&R "Adv’ 1 "Mask” FANERD, RlIIEEE R,

odel ethod ccuracy(% . _ - S
M Met e ® m AdvBHIETERS, EEFRSEEEIENMRRE, AcciE, HIETE
Base 05.28
dv 0 06 B RYE T,
ResNet-18 Random + Mask 95.66 M Random+MaskfEH ik {EASUREZER; Corner+Mask{ERA =
Corner + Mask 9311 NERIBRMGE R, AcaIR(E; WA T S—ab BRI,
Adv + Mask 96.44
Base 05.66 %%ﬂ;ﬁCAMﬁlmm
Adv 94.52
ResNet-50 Random + Mask 95.61 b N
Corner + Mask 05.41 " ?‘Zﬂ ]EI"JiE 5‘%751%
Adv + Mask 96.69 BEE o TENNE
HENEE.

l - =
2022/6/6 EHJ)\ Base GridMask AdvMask "
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| EHRBRS: RAMEES A

o 5-1: ARFEIHERE 58 7 iEAE 16 R R Ge b i xt kb

Method trainAcc(%) valAcc(%) testAcc(%)
Base 99.98 83.92 80.20
Cutout 97.98 87.75 88.53
HaS 92.52 85.98 84.12
RE 97.73 88.73 88.43
GridMask 97.95 90.69 90.19
AdvMask (ours) 98.95 90.78 91.57
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12374
B Jingiao Li, Xiaotao Liu, Jian Zhao, Furao Shen, "AutoAdversary: A Pixel Pruning Method
for Sparse Adversarial Attack.” in arXiv preprint arXiv:2203.09756, 2022.
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